312-569-1361 Direct
312-569-3361 Fax
jeff.perconte@dbr.com

Dﬁnkergiddlé S&ath » Jeffrey D. Perconte
L L P ‘

Law Qffices October 11, 2016

191 N. Wacker Drve
Suite 3700
Chicago, IL

ss06-1608 | VIA MESSENGER

@12 569-1000 | Matthew Topic
(31.2) 569.»3000 fax L 0 eVy & L 0 eVy
wmdinkepiddecom | 311 N. Aberdeen Street
carorna | 31d Floor
peaware | Chicago, Illinois 60607

TLLINOIS

NEW JERSEY

NEW YORK Re:  Martinez v. CPD, 14 CH 15338
PENNSYLVANIA
WASHINGTQN D.C.

WISCONSIN

Dear Mr. Topic:

Pursuant to the parties’ settlement agreement in the above-referenced matter,
please see the enclose document production.

Very truly yours,

Jeff Perconte

Enclosure

Established 1849
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FROM: Jares R. Washburn
Sergeant

Organized Crime Division

SURJECT: 1505 Fund Purchase Reguest
Harris “King Fish’” Cellular Telephone Tracking System
is reguesting the purchase of the Harris Corp. “King
racking System. Attached i
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ORGANYZED CRIME DIVISION 24 September
Technical Services Group
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TO: Ernest T, Brown ;
Chief
Organized Crime Division .
ATTN: Brian Daly
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBIECT: 1505 Fund Equipment Request
Harris Upgrade Payment Inv# INVGTD9-02186

e

Attached to this report is an Invoice lreins Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray |1 and the additional cquipment required to operate the
upgrade are itemized in the attached invoice. This eqiipment is utilized by Tech Lab personunel to identify,
track, and locate cellular telephones. It is ntilized in comjunction with narcotics related investigations as well
as assisting in the investigation of missing persovs, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Divisjon. The total invoice amount is $164,500.00. Two items
are back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at t‘i‘}gﬁf tinie. % {3y, 0o O&ﬂw)

Since this equipment is utilized in bot hgn arcotic related investigations and detective division
iuvestigations 15 requested that it paid for by 1505 fungls (50%) and 1503ML. funds (30%),

i Crime Division

APPROVED:







BUREAU OF INVESTICATIVE SERVICES
ORGANIZED CRIME DIVI 5 ON

TO: Nicholas 1. Rot

Deputy Chicf

Organized Crime Division

1

TTH:

A Brian Daly .
Lientenant
Organized Crime Divisig
FROM:. James R, Washburn
Sergeant

Organized Crime Division
SUBJECT: 1505 Fund purchase request
Sting-Ray H upgrade

At this time the R/Sgt. is requesting an
telephone tracking from Sting Ray’ to Sting Ray L ")
related investigations such as Kidnaping and Homicids
narcotics related investigalions. Attached to this repory
the upgrades. The upgrades include computer software
antennae and Sting Ray unit. Also included in the quo
buildings. The total cost of the upgrades and new equi
$310.000.00 and would not parform any more effectiv

Representatives from Harris Corporatin

2§

2009

Fobruary

P

cellular

{1

iparade of the Simg, Ray equipment used for celiul
1is equipment is utilized during exigent circumstance

. This equipment is additionally used to assist in

is a4 quote from Harris Corporation of Me%bouma FL, for
:(3) new amplifiers, plus the rebuilding of the current

= is a handheld portable unit for use in mu?h unit
nment is $164,500.00. A new unit would-cost over

sy than the upgraded unit,

vtraveled to Chicago with a new Sting unit for

Ray |

testing purposes in December of 2008, After two daysjof extensive tesling the new unit was i d o be
subshumaiiy more §;c:c:§we than the current unit being utilized bv the Tech Lab, The existing unit was
purchased over five years apg | hag n{}t been pm;sd atd since. This unit would tentatively bn used 60% of the
time for Narcotics related investigations and 40% of the' time Tor Detective Division refated investigations,

Sin i during narcotitn related investigations and Detective Divi
inve i sidered a goe time purchase fram the 1505 dnd I505ML T

APPROVEI
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BUREAU OF INVESTIGATIVE SERVICES 22 December 2008
ORGANIZED CRIME DIVISION

TO: Ernest T. Brown
Cluef
Organized Crime Division
ATTN: Brian Daly
Lientenant
Organized Crime Division

FROM: Joseph F. Gorman
Comnander
Gang Investigation Section

SUBJECT: 1505 Fund purchase request
Sting-Ray II upgrade

At this time Sgt. Washbwm of the Tech Lab is requesting an upgrade of the Sting-Ray equipment
used for cellular telephone tracking from Sting Ray I to Sting Ray IL This equipment is utilized during exigent
circumstance related investigations such as Kidnapings and Homicides. This equipment is additionally used to
assist in narcotics related investigations. Attached to this repoit is a quote from Haris Corporation of
Melbourne FL, for the upgrades. The upgrades include computer software (3) new amplifiers, plus the
rebuilding of the current antennae and Sting Ray unit. Also included in the quote is a handheld portable unit
for use in multi unit buildings, The total cost of the upgrades and new equipment is $164,500.00. A new unit
would cost over $310.000.00 and would not perform any more effectively than the upgraded unit.

Representatives from Harris Corporation traveled to Chicago with a new Sting Ray If unit for
testing purposes earlier this rnonth, After two days of extensive testing the new unit was discovered to be
substantially more effective than the current unit being utilized by the Tech Lab. The existing unit was
purchased over five years ago and has not been upgraded since,

Since this unit is utilized during narcotics related investigations it is requested thar this be
considered a one time purchasc from the 1505 fund.

Joseph F. Gorman
Commander
APPROVED: Gang Investigation Section

Nicholas J. Rot
Chiel

i







[
L

July 2010

Organized Crime Divisior
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wd

Joseph Patterson
Peputy Chief
Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: Harris “King Fish” Cellular Telephone Tracking System
Justification Letter.

Cellular Telephone tracking has become increasingly effective in
ccating endangered subjects, ﬂamjcsdm offenders, kidnaping wvictims as
ii as to locate target cellular phones of investigative bubsect@. The
echnical Services Group has had many s @ € @ h*lﬂa¢ng thes
wvestigations to successful conclusions. Lem Vudf has pidﬂuﬂd
unit during phone tracking investigat inakility to locate
1ilulay telephones within largs structure: “pr0§ect buildings,”
arge apartment complexes and othexr compara tures.

A case in point is the
subjects were robbed and se V@Eejy
1 3. "Tif}ﬁ:‘ .Z%Lfff:‘; Detective T}

ordey to locate the
taken during
authorized approva
32 unit a;‘mr? ment compl
e rSonnel
unable to locate
structure
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ORGANIZED CRIME DIVISION
Technical Services Group

TO Nicholas J. Roti
Chief
Organized Crime Division

FRO?

i
v

James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is requ

esting the purchase of the Harris Corp. “King
Fish” Cellular Telephone Track S
b

ing System. Attached to ithis report is a
guote for this egquipment. This egui t would be utilized in conjunction
with our existing “Sting Ray II” system to track cellular telephones
during exigent circumstance related investigations such as kidnapings
homicides, endagered missing juveniles, suicidal subjects, etc. This
equipment is additionally utilized during Title III type investigations to
identifying target cellular telephones., The “King Fish” is a portable
unit that can be utilized te enter large structures and pinpoint a device
after it has been located by the “Sting Ray I7.” The “King Fish” can
additionally be utilized as a gstand alone unit. The total cost of ”hi%
eguipment is 8157, 300.00, which includes updates, upgrades and training

Please see the attached justification letter for further iﬂf@rmdtlaﬂ_
Since this egquipment would be utilized during Narcotics related

investigations as well as Detective Division Investigations, it is

requested that this be conszidered a one time purchase from the 1505 ang

is

ve]

1505ML fund (50% each). e noted that
proprietary in nature. The 2dge of its exister
law enforcement V&s}d dJeopardize the integrity and succe
of investigations.

sonnel outside
£ these types
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ORGANIZED CRIME DIVISION

24 September 2009
Tectmical Services Group
TO: Eraest T, Brown
Chiet
Organized Crime Bivision
ATTN: Brian Daly
Lieutenant
Organized Crime Divisiin
FROM: Tampes R. Washburn
Sergeant
Organized Crime Division
SUBIECTY 1505 Fund Equipment Request
Harris Upgrade Payinent Invi INVHTS9-02180
Attached to this repot is Corporation of Melboume ), urchase
and upgrade of the Stingray Equiproent corrently | 4 by the Tech Lab. The avveee « this
equipment i also attached.  The vpgrade (o ‘Hj;ug vay |1 o ional equyy Cost of la ate :&1‘}@
uppgrade are itemnized in the altached invoice. This equs 18 sentify,

traclk, and locate celhular telephomes. It s utilized in chnpimation v«z:‘h narcotics JBAL ~ff30e0 ms as well
a8 aam%img in the wnvestigation of missing persons, kicjnaping, homicides, wan{co oftendess, and other
investigafions being conducted by the Detective Division. The fotal invoice amount is $164,500.00. Two items
ave back ordered that total $30,000.00. The R/S is ssting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at this U W 2y o {}{}[\W-}

Since this equipment is uttbized in botharcotic velated inve mg)ah@nt and detective division

in
investigations is vequested that it paid for by 1505 funds (50%) and 1505ML funds {(50%)
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()wenum Crime Division

SUBRIECT: 1505 TFund purchase request
Sting-Ray 1 upgrade

o At this time the RSgt. is requesting af upgrade of the Sting-Ray equipmen used for ceflular
telephone wacking from Sting Ray | to Sting Ray 1. Fhis equipment is utilized during exi ent circumstance
related i oarions such as Kidneping and Homiaide. This equipment is addidonally us «f (o assist in
narcotics related (nvestigations. Awached to this repeft is a quote from Harris Corporation f Melbourne FL; for
the upgrad he upgrades include computer softwils (3) new amplifiers, plus the rebull ing of the currem
antennae and M ng Ray unit. Also included in the quiptg’ s 2 handheld ponable unit fur us 5 in mulii unkt
buﬁﬁ*zxga The towal cost of the upgrades and new egliipment 1s $164,500.00. A new units ould cost over
$310.000.00 and would not perform any more effectively than the upgraded unit,

o

ives from Harris Corporatjon traveled to Chicage with a new § ng Ray 11 unit for
af 2008, Afrer two days of extensive lesting the new unit w s discovered to be
han the current unitbeing utilized by the Tech Lab, The exb ing unit was

s ago and has not been upgraded since. This unit would tentativé™ be used ¢ U% of th

time for §\*ac'a;-\>‘m..> retated investigations and 40% of
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ORGANIZED CRIME DIVISION 17 May 2C
Technical Services Group
TO: Ernest T. Brown
Chief
Organized Crime Division
ATTN:  Brian Daly
Lieutenant
Organized Crime Division
FROM: James R. Washburn
Sergeant
Organized Crime Division
SUBJECT: 1505 Fund Purchase Request
Harris “King ¥ish” Cellular Telephone Tracking System
Thg RKS@X it w[;; sting the purchase of the Harris Corp. “King
V4 Ced Tl I ¥2tem. Attached to this report is a
quuh& Box ﬁhiﬁieﬁ prenc.  Thils egquipment would be utilized in conjuncti

with our ewxis §“3ﬂg, -
dirring ézxgwn% vxr o
ham;&zdvu, i g : -
mehilt im idai?;aﬁ&l3y wii.
irg ba arget caila, : 5 a portable
{55 ai can: be utilizes I pinpoint a device
miLPE it has been lccated by the “Stlng Ray II. ?ne “King Fish” can
ﬁdalzzoaal ly be utilized as a stand alone unit. tetal cost of this
equipment is $157,300.00, which includes updates, jrades and training.
Please see the attached justification letter for information.
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ORGANIZED CRIME DIVISION 15 June 2005

TO: Michael J. Cronin
Commander
Gang Intelligence Section
FROM: Technician 1 James P. Norris #16958

Gang Intelligence Section
SUBJECT:  Upgrade Cellular Tracking Equipment

Currently the Technical Services Lab has two separate ce}IuIWg units. The first unit
is a Harrig Corp., Stingray tracking system. This system is used to track CDMA cellular phones’
(Verizon, U.S. Cellular, & Sprint). In order to track the phone, the phone must be tumed on. The
second unit is a Digital Receive Technologies, tracking 12018 tracking system. This system isused
to track TDMA (Cingular, T-Mobile), GSM (Cingular), & Chainsaw (Nextel). For this system to
work the target phone must not only be turned on but if must also be making a call.

Attached are quotes from both Harris & DRT for upgrades on their respective equipment.
The upgrade for the Harris equipment would allow us to track GSM phones as well as give better
mapping capabilities with regard to our location compared o the target location. The upgrade for-

the DRT equipment would allow us to interzogate and track target phones while it is turned on, rather
than having to wait till the target makes a call.

Because this equipment is used for narcotics related investigations it is requested that 1505
funds be used for this purchase.

Gang Intelligence Section

APFROVED:

g2 T3k

Gang Intelligence Seciion

Lt. Robert Grapenthien
Gang Intelligence Section
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TO:
Chief
Organized Crime Division

Michael J. Cronin

FROM:
Commander
(Gang intelligence Section

UPGRADE CELLULAR TRACKING EQUIPMENT

SUBJECT:
Attached please find a request for upgrades to two cellutar tracidng
systems used by the Tech Lab.
Harris Corp. Stingray tracking system $23,500.00
Digital Receive Technologies $37.000.00
$680,500.00

As the equipment is used for narcotics related investigations, it is

requested {hat 1505 funds be used for this purchase.

Michael JCronin

Commandsr
Gang intelligence Section

{dohi.) Risley 29 3o
Deputy Chief E & S = &
2 < g O
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ORGANTIZED CRIME DIVISION & November 2008
Technical Services Group

£0: Ernest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant

Organized Crime Division

SUBJECT: 1505 Fund Payment
Harris Upgrade Payment Inv# INVET28-022398

Attached to this report is an Invoice from Harris Corporation of
FL. for the purchase and upgrade of the Stingray Eguipment
being utilized by the Tech Lab. The approval letter for this
is also attached. The upgrade to Stingray 11 and the
additional squipment required to operate the upgrade are itemized in the
attached inveoice. This eguipment is utilized by Tech Lab personnel to
ddentify, track, and locate cellular telephones. It is utilized in
conjunction with narcotics related investigations as well as assisting in
the investigation of missing persons, kidnaping, homicides, wanted
>ffenders, and other investigations being conducted by the Detective
pivision. The total invoice amount is $18,000.00 for the Amber Jack W
Upgrade (Ser$# 3049). This is (1) of the back ordered items from the

original invoice.

Since this eguipment is utilized in both narcotic relafed
gations and detective division investigations is requested that it
r

investi
paid for by 1505 funds (50%) and 1505ML funds (50%).
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ORGANIZED CRIME DI
TO: Nicholas 1. Roti

Deputy Chief

Organized Crime Division
ATTNg Brian Daly
Licutenant
Organized Crime Divisie

James R, Washbumn
Sergeant
Organized Crime Division

FROM::

1505 Fund purchase yeqz;esf
Sting-Ray 1l upgrade

SUBJECTY

4

Atthis ti

telephone tracking from Sting Ray 1 to Sting Ray . ™
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ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group

o Erpest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Iieutenant
Organized Crime Division
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FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 1505 Fund Equipment Request
Harris Upgrade Payment Inv# INV6799-62186

Attached to this report is an Invoice from Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray II and the additional equipment required to operate the
upgrade are itemized in the attached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. It is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two items
we back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
aumbers on all equipment are pending at ihzz; time. L3 EAY AR

Since this equipment is utilized in both parcotic related investigations and detective dmsson
investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

Farries R. Washburn
zant
ized Crime Division

LSS
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: ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group ‘

Emest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant
Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 15065 Fund Equipment Request
Harris Upgrade Payment Inv# INV6795-02186

Attached to this repoit is an Invoice from Harris Corporation of Melboume FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval leiter for this
equipment is also attached. The upgrade to Stingray I and the additional equipment required to operate the
upgrade are itemized in the attached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. It is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two tiems

hack ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
2mbers on all equipment are pending at this tine. & fay U 00
oo A5 3

Since this equipment is utilized in both narcotic related investigations and detective division

investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

Serfeant
Feanized Crime Divisio

APPROVED:

mmeuBig
¢ 402U
HETNEWER:

ICN0IAS J. KOy
Deputy Chief ©
Organized Crime Division
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ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group

TO: Ernest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant
Organized Crime Division

FROM: James R. Washburn o
Sergeant

Organized Crime Division CosT

% 1T Sphipren
T 4 A - Frone
f54r - . o
SUBJECT: 1505 Fund Equipment Request T TYR30e0s % Sl
Harris Upgrade Payment Inv# INV6799-02186

Attached to this report is an Invoice from Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment cwurently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray I and the additional equipment required to operate the
upgrade are itemized in the aitached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. 1t is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanied offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two items
we back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at il’i};% thne. W {3y sy G‘E‘me}

Since this equipment is utilized in both narcotic related investigations and detective division
investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

zed Crime Division
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Deputy Chief
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CRGANIZED CRIME DIVISION Ei 16 August 2010
Technical Services Group o i
TO: Nicholas J. Roti = \4Yb£}

Chief 2 ti

Organized Crime Division i )

b

FROM: James R. Washburn

Sergeant

Organized Crime Division

SURJECT: 1505 Fund Purchase Request
Harris “King Fish* Cellulay Telephone Tracking System

The R/Sgt. is reguesting the purchase of the Harris Corp. “King
Fish” Cellular Telephone Tracking System. Attached to this report is a
guote for this eguipment. This eguipment would be utilized in conjunction
with our existing “Sting Ray 11”7 system te track cellulaxr telephones

during exigent circumstance ~elated investigations such as kidnapings

homicides, endagered missing Jjuveniles, suicidal subldects, etc. This
equipment is additionally utilized duxing Title II1 type 1nvest1ggﬁlgns to
identifying taxrgst C@llwiur telephones. The “King Fish” is a portable

unit that can be utili to enter large structures and ;inpcint a device
after it has been i@cateﬁ by the “Sting Ray II.” The “King Fish” can
additionally be utilized as a2 stand alone unit. The total cost of this

" equipment is $157,300.00, which includes updates, upgrades and training.
Please see the attached 3ustificati0n letter for further information.

Since this egulpne would be ubilized during Narcotics related
investigations as well as Detective Division investigations, it is
requested that this be considered a one time purchase from the 1505 and
1505ML fund {(50% ea *h34 should be noted that this equipment is
proprietary in na nowledge of its existence by personnel outside
law enforcement redize the inteqgrity and success of these types
of iﬂvegtigatioﬁQw
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Technical Services Group
TO: Nicholas J. Roti
Chief
Organized Crime Division
Joseph Pattexson
Deputy Chief
Organized Crime Division )
FROM: James R, Washburn
?JE}: ean
Orggnlzed Crime Division
SUBJECT: arris “King Fish” Cellulsr Telephone Tracking System

;& atification Letter.

¢Cellular Telephone tracking has become increasingly effective in
locating ﬁndanearﬁd subjects, homicide offenders, kidnaping victims as
well as to locate target cellular phones of investigative subjects. The
Technical Services Group has had many success stories bringing these
investigations to successful conclusions. One problen rhat has plagued
this unit during phone tracking investigations is the inab »ility to locate
cellular telephones within large structures such as ‘ocroject bul}dlﬂgS,
large apartment complexes and other comparable structures.

A case in peoint is the recent incident in which two young female
were robbed and severely beaten with a paseball bat in the
area. ‘The A/5 Detective Division requested the assistance of
this unit in order te locate the cellular telephone of one ef the victims
that had been taken during the robbery. After this unit sc cured the
court avthorized approval, the cellular telephone was successfully
32 unit apartment complex located at 3149 N. 5p rxngfleld in
{ ﬁ;viﬁ1ﬂﬂ personnel along with the R/Sgt. and Deputy
. & locate the offenders within this building due to
5?&&&;&&&. Although subseguent telephone records chtained
to the apprehension of the offenders, sev reral days had
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£

Technica Services Group
TO:2 NMicholas J. Roti
Chief
Organized Crime Diwvision
FROM: James R. Washburn
Sexgeant

Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is reques
Fish” Cellular Telephone Tra
gquote for this eguipment. Th ﬁqw*pmb“t would be utilized in conjunction
with our existing "Sting Ray rem to track cellular telephones
during exigent circumstance related invest ationsg such as kidnapings
homicides, endagered missing juveniles, subjects, etc. This
equipment is additionally utilized during tle 1II type investigations to
identifying target cellular telephones. The ing Fish” is a portable

se of the Harris Corp. “King
attached to this report is a

unit that can be utilized to ent large structures and pinpoint a device
after it has been located by the Ray .7 The “King Fish” can

additionally be utilized as a s The toral cost of this

equipment is $157,300.00, which include =s, upgrades and training.
Please see the attached justification 1 for f Yt?gz information.

this equiphcng during Narcotics related
as welli as stigﬁ?iﬂnﬂf it is
this be consic ¥ from the 1505 and

% each).







ORGANIZED CRIME DIVISION 23 July 2010
Technical Services Group

TO: Nicholas J. Roti
hief
Organized Crime Division

FROM: James R. Washburn o
Sergeant - .
Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is requesting the purchase of the Harris Corp. “King

Fish” Cellular Telephone Tracking System. ‘Attached to this report is a
gquote for this equipment. This equipment would be utilized in conjunction
with our existing “Sting Ray II1” system to track cellular telephones
during exigent circumstance related investigations such as kidnapings
homicides, endagered missing juveniles, suicidal subjects, etc. This
equipment is additionally utilized during Title III type investigations o
identifying target cellular telephones. The “King Fish” is a portable
unit that can be utilized to enter large structures and pinpoint a device
after it has been located by the “Sting Ray IT.” The “King Pish” can
additionally be utilized as a stand alone unit. The total cost of this
equipment is $157,300.00, which includes updates, upgrades and training.
Please see the attached justification letter for further information.

Since this equipment would be utilized during Narcotics related
investigations as well as Detective Division Investigations, it is
requested that this be considered a one time purchase from the 1505 and
1505M1, fund (50% each}. T+ should be noted that this sguipment 1s

proprietary in nature. The knowledge of its existence by personnel oubside

law enforcement could jeopardize the integrity and success of these types
of investigations.

G
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ORGBARIZED CRIME DIVISION o

= 22 December 2010
Technical Services Group '%
TO: Nicholas J. Roti Ei
Chief ‘ Li
Organized Crime pivision ;f
ATTN: Brian Daly e
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Dlv;slon

SURJECT: 1505 Fund Payment
Harris “King Fish” Payment Inv# INV67795-02738

Attached to this report is an Invoice from Harris Corporation of
M@lbouxﬂa FL.. for the purchase of the “King Fish” cellular phone tracking
equipment that will be utilized by the Tech Lab. The approval letter for
this equipment is also attached. This eguipment is utilized by Tech Lab
p@rbcﬂn 1 to identify, track, and locate cellular telephones. It is

tilized in conjunction with narcotics related investigations as well as
aovlv“wnq in the investigation of missing persons, kidnaping, homicides,
wanted offenders, and other investigations being conducted by the
Detective Division. The total invoice amount is $157,300 which includes
the King Fish Unit ($27,000.00, CPD Inv. 4 187382), Software for all
included eguipment ($54,300, No Inv. #y. Mini PC Controller ({$5,500.00,
CPp Inv.$187383), 25 Watt PA Kit ($11,500.00,CPD Inv.#187384) AWS
Converter-Conus {($19,800.00, CPD Inv.#187385), Amber Jack Antenna
($38,400.00, CPD Inv.#187386).

Since this equipment is utilized in both narcotic related
investigations and detective division investigations is requested that it
paid for by 1505 funds (50%) and 1505ML funds (50%).

Washburn

Q&Ji’j{,cui i
D?gawxgad Crime







STATE OF ILLINOIS )
385
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: 920mM FRO/7

B A

THIS MATTER having come before the court pursuant to an application under Title 18
of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Police Officer -
— a State investigative or law enforcement officer, which application requests an
order under Title 18, United States Code, Section 3123, authonzing the instaliation and useof a
pen register and caller identification trap and trace device, including a pen register in the form of
a digital analyzer, on telephone number , hercinafter - a cellular telephone, more
fully described as:

Celluiar teiephone bearing m;m‘;}er_ operated ¢

provider, Sprint.
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The court finds that the applicant has certified that the information likely to be obtained
by such installation and use s relevant to an ongoing criminal invest gation into possible
violations of Chapter 720, Section 5/9-1(a)(1) of the llinois Compiled Statules, hereinafter
"subject offenses”, by _,md any others yet unknown and that the records
concerning electronic commumcation service histed below are also relevant o this ongoing
criminal investigation. The Cowrt Tinds the application and affidavit offer probable cause that the

]



subjects of the investigation arc using telephone numbc:_ a cellular telephone, in

furtherance of the subject offenscs, and that the information likely to be obtained from the
instaliation and use of a pen register and caller identification trap and trace device is relevant to
this ongoing criminal investigation in that it is believed the information will concern the
aforementioned offenses.

The Court finds that the application and affidavit offer specific and arliculable facts
showing that there is probable cause for the records and other information sought and that the
records and information are relevant and material to the ongoing criminal investigation. The
Court further finds that the application and affidavit establish probable cause to believe that
information conceming the location of the Subject Phone at times determined by law
enforcement during the period authorized in this order will constitute or lead to evidence of

violations of 720 ILCS 5/9-1(a)}.

IT APPEARING that disclosure to any person of this investigation or of this application

and order would seriously jeopardize this ongoing investigation,

i. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register numbers
dialed or pulsed from telephone number , telephone xmmber— a cellular
telephone, and a caller identification trap and trap device to display numbers dialed or pulsed to
the telephone number — a ceilular telephone number withount geographical
limitation and o record the date and time of such pulsing or recordings, and to record the length
of time the telephone receiver in question is off the hook for incoming or outgoing calls for a

period of 60 days or until cancelled by the Chicago Police Department or the Cook County

State’s Attorney’s Uifice.

2 IT IS FURTHER OF

=+

RDERED that agenis of the Chicago Pelice Department may

vd and decode dialing, routing, addressing, and signaling

e number —a cellular telephone,

including direct connect and push-to-talk numbers, to record the date and time of such
& i

information transmitied by the t




transmissions, and to record the length of time the telephone receiver in question is off the hook
for incoming or outgoing calls. for a period of 60 days or until cancelled by the Chicago Police

Department or the Cook County State’s Attorney’s Office.

3. [T IS FURTHER ORDERED, that an ongoing special computer study without
geographical limitation for the telephone number_ a cellular telephone be
furnished by Sprint, to the agents of the Chicago Police Department or the Cook County State’s
Attomey’s Office for the duration of this order or until canceled by written notification by the

Chicago Police Department or the Cook County State’s Attorney’s Office;

4. IT IS FURTHER ORDERED that the Chicago Police Department use technology
reasonably available to it to restrict the recording or decoding of electronic or-other impulses to
the dialing and signaling information utilized in call processing so as not to include the contents

of any wire or electronic communications.

5. 1T IS FURTHER ORDERED that this order remains valid not only o the
telephone number — a cellular telephone number, but also to any telephone

number or physical telephone accessed through the same network account identifying number
during the time period covered by the order, as well as to any other network account identifying

number or telephone number assigried during that period to the same physical telephone
presently associated with the telephone number a cellular telephone.

IT 18 FURTHER ORDERED that this order authorizing the installation and use of

G
:

a trap and trace device including the feature known as “Caller ID Peluxe” to capture the
incoming electronic or other impulses, for a period of 60 days or unti} canceled by written
notification by the Chicago Police Departient or the Cook County State’s Attorney’s Office,
including the orizinating telephone in call forwarding, terminating at the felenhone number -
- a cetlular telephone, which identify the originating number, or other dialing, routing,

fing information likely to identify the source of a wire or electronic

addressing, and si

communication and the date, time and duration of such incoming impulses, and to include Sprint



and any other provider of clectronic communication services” calls coming into or dialed or

pulsed to the telephone numhcr— a cellular telephone be without geographic

Limits.

7. ITIS FURTHERED ORDERED, pursuant to Title 18, Uni“ted States Code,
section 3123 (b) (2), that Sprint shall furnish agents of the Chicago Police Department and the
Cook County State’s Attomey’s Office forthwith all information, facilities, and technical
assistance necessary to accomplish the installation of the pen register and caller identification
trap and trace device unobtrusively and with minimum interference with the services that are
accorded persons with respect to whom the installation and use¢ is to take place and that Sprint be
compensated by the Chicago Police Department for reasonable expenses incurred in providing

this information, these facilities, and this technical assistance.

8. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Sections
2703(c) and (d) that Sprint furnish agents of the Chicago Police Departmaent or Cook County
State’s Attorney’s Office with call detail, including but not limited to data indicating the specific
latitude and longitude and street address of tciephonﬁ numbﬁr_ a cellular
telephone as well as records reflecting the cell tower and antennae face used by telephone
number — a cellular telephone at the start and end of any call, and access through
any means reasonably available to all location based services with respect to telephone number
— a cellular telephone, such as “enhanced 911", for the duration of the order, and
a listing of all cell sites and control channels and the physical address of each cell site for the
areas in which the telephone number — a cellular telephone is operating provided
is to be compensated therefore at the prevailing rates by the Chicago Police Department pursuant

1o Title 18, United States Code, Section 2706 (c).

9. I'T 1S FURTHER ORDERED that AT&T, AT&T Mobility, Cellco Partaership
dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications Company, LP,T-
Mobile, lne., US Cellular, Virgin Mobile USA, RUN Telecommunications, Quest

Communicatons, Cricket Communications Inc., Comeast Cable Communications LLC, Level 3



Communications Inc.. X0 Communication Services Inc., Ymax Communications Corp, and all
other providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(} 5), provide information on the cellular tower location of the telephone number:
a cellular telephone in the event that the telephone number— 2
cellular telephone uses the service of‘aﬁy service provider other than the one to which the
telephone number _ a cellular telephone is subscribed (commonly known as
“roaming’), the fumishing ol such information by any service provider to be compensated for

by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c) for
a period of 60 days.

10. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT& T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corporation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Virgin
Mobile USA, RCN Telecommunications, Quest Communications, Cricket Commur;icaticns inc.,
Comcast Cable Communications LLC, Level 3 Communications Inc., X0O Communication
Services Inc., Ymax Communications Corp, or any other providers of electronic communication
service as defined in Title 18, United States Code, Section 2510(15) shall furnish agents of the
Chicago Police Department and Cook County State’s Attorney’s Office with all information,
facilities, and technical assistance necessary to determine the subscriber information set forth in
Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber name, address,
local and long distance telephone connection records, length of service (including start date) and
types of services utilized, telephone or instrument number or other subsciiber number or identity
(including IMSI, Electronic Serial Numbers, International Mobile Electronic Identification
numbers, and Mobile Station Identifier numbers), and means and source of payment for service
(inclading any credit card or bank account number), for each outgoing call from and cach
incomung call to the telephone ﬂumber— a cellular telephone for a pexriod of 60
days, the furnishing of such mformation, facilities, and assistance to be compensated for by the
at the prevaihng rate.

5 OV TTLITIIY NI UTY thar Qeeint 1te acenfe and e e 1mesd lioplme
I ITIS FURTHER ORDERED that Sprint, its agents and employees not disciose



to the subscriber, or any other person. the existence of the court’s order or of this investigation

unless otherwise ordered by the cowrt

12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comeast Cable Communications LLC,
Level 3 Communications inc.. XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(13), and their agents and employees, are not to disclose the existence of the

court's order or of this investigation unless otherwise ordered by the court.

13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123 (b)(2), that Sprint and any subsequent service provider which provides service to the
telephone number_ a cellular telephone, and any and all other local carriers or
long distance service providers whose assistance may facilitate the execution of the order,
including any service provider which sends or transmits any communication to or from the
telephone number— a cellular telephone, shall furnish to agents from the
Chicago Police Department and Cook County State's Attorney's Office with all information,
facilities, and technical assistance necessary to accomplish the immediate installation and use of

this pen register and caller trap and trace device.

14, IT IS FURTHER ORDERED, that Sprint provide twenty-four hour a day
assistance to include switch based solutions including precision location based information
queries and is required to lend all reasonable assistance to permit the Chicago Pehce
Department to triangulate target location, including but not limited to terminating interfering
service on the telephone number — a cellular telephone and Global Positioning
System (GPS) technology for a period of 60 days, provided Sprint is to be compensated

therefore ot the prevathing rates,

i



15, ITIS FURTHER ORDERED, that Chicago Police Department and other law
enforcement officers assisting in the investigation may employ a pen regjster device with respect
1o the telephone mxmber_ a cellular telephone using digital analyzer technology
_with the restriction that officers may neither retain nor make affirmative investigative use of the
data acquired through the digital analyzer beyond that necessary to determine the location of the
telephone number 4 cellular telephone. The authority to employ a pen régister
device in the form of a digital analyzer includes authorization for law enforcement officers
assigned to Chicago Police Department to send communications to the telephone number .
_ a cellular telephone for the purpose of causing it to atfempt to register with the

nearest cell tower, thereby facilitating the use of the digital analyzer device for a 60 day period.

16. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, section

3123 (d), that this order and the application be sealed until otherwise ordered by the court.

M{Ql@éwﬂ» S
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

vo: Dold P 2

R A e

APPLICATION

now comes, police Ofticer | | N - s 1o ovorcement o

investigative officer employed by the Chicago Police Department, and hereby applies to this

court pursuant to Sections 2703(d), 3122, 3123 and 3124 of Title 18 of the United States Code

for an order authorizing the installation and use of a pen register and caller identification trap and

trace device on telephone number _ a cellular telephone, and for an order

requiring the production of telecommunications records, including subscriber information for
telephone numbers identified through the use of the pen register and trap and trace device
including call detail with cell site information, as well as location information regarding the

above-listed telephone number more fully descnbed as:

Cellujar telephone bearing mim%}c:r_ operated on the network of T-

Mobile.

In support of this application, applicant states as follows:

3

mstallabion and use of a pen register anad caner g £



trace device to a court of competent jurisdiction of this State.

2. Applicant certifies that the Chicago Police Department is conducting a criminal

mvestigation of —and any others yet unknown, in connection with possible

violations of Chapter 720, Section 5/9-1(a)1 of the Tilinois Compiled Statutes, hereinafter, "First
Degree Murder". The applicant respectfully submits the Affidavit of P‘O.-
-setting forth probable cause that the subjects of the investigation are using telephone
number —a cellular telephone, in furtherance of the subject offenses. The
information likely to be obtained from the installation and use of a pen register and caller
identification trap and trace device is relevant to this ongoing criminal investigation and the
records and other information sought are relevant and material to this ongoing criminal

investigation.

3. Applicant requests that the court issue an order authorizing the installation and

use of a pen register to register numbers dialed or pulsed from telephone number _
- a cellular telephone, as well as a caller identification trap and trace device to display
numbers dialed or pulsed to the telephone numbe}‘- a cellular telephone without
geographical limitation, and to record the date and time of such pulsing or dialing, and to record
the length of time the telephone receiver in question is off the hook for incommg or outgoing
catls for a period of 60 days. Applicant also requests that Sprint furnish to agents of the Chicago
Police Department or Cook County State’s Attomey’s Office an ongoing computer study without

geographical limitation for telephone number -, a cellular telephone for the

duration of this order or until canceled by written notification by the Chicago Police Department

or Cook County State’s Attorney’s Office. Applicant requests that the Court issue an order
authorizing the installation and use of the pen register to record and decode dialing, routing,
addressing, and signaling information transmitted by the telephone number — a
cellular telephone, including direct connect and push-to-talk numbers, to record the date and fime
of such transmissions, and to record the length of time the telephone receiver in question 1s off

the hook for inconung or outgomng calls.!




4. The applicant further requests that the order direct the Chicago Police Department
to use technology reasonably available to 1t to restrict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as not to

_include the contents of any wire or electronic communications.

5. The applicant further requests that the order apply not only to the telephone
number_ a cellular telephone, but also to any telephone number or physical

telephone accessed throu gh the same network account identifying numiber during the time period
covered by the order, as well as to any other network account identifying number or telephone

number assigned during that period to the same physical telephone presently associated with the

telephone number- a cellular telephone,

6. Applicant further requests that the Cowrt issue an order authorizing the installation
and use of a trap and trace device including the feature known as “Caller ID Deluxe”, without
ceographic limits, to capture the incoming electronic or other impulses, including the originating
telephone in call forwarding, terminating at the telephone number _ a cellular
telephone, which identify the originating mumber, or other dialing, routing, addressing, and
signaling information likely to identify the source of a wire or electronic communication and the
date, time and duration of such incoming impulses, and to include T-Mobile and any other

provider of electronic communication services’ calls coming into or dialed or pulsed to the

telephone number— a cellular telephone.

telephone numbers, such as when 2 subject places a calling card, credit card, or collect calt by first dialing a long-
distance carrier access number and then, after the initial call is cut through, dialing the lelephone number of the
destination parly. Uniled States Telecom Associalion v. FCC, 227 £.3d 450, 462 {D.C. Cir. 2000}. That final number
sequence is necessary to route the call to the intended party and, therefore, identifies the place or party to which the
call is being made. Under these creumstances, the post-cut-through digits are the type of information (that is, dialing,
rouling, addressing, or signaling information) specifically authorized by the stalute for capture.

Tiie 18, United Stales Code, Section 3121(c), as amended in 2001, affirmed the requirement o use
techrology reasonably available that resticts the collection of information so as not to include the contents of any
wire or electronic communications. This provision implicitly recognizes that the incidental collection of some content
may occur despite the use of reasonably available technology to avoid such caplure. With regard to the requirefnent
of Section 3121{c) 1o use technology reasonably available so as not to include the contents of any wire or slecironic
communicalions, the government is not aware of any current lechnological means of separating out postcut-through
dialed digits that constitute call processing and ransmission wfonmation from the t congstitute call content
without losing dialing, routing, addressing.and signaling information that identifies the des

from the ielephone number a telephone.  If despite the us 1sonably avaliable
technology, post-cul-through digits are caplured that conslitute the contents of a communication, the government will

make no affirmative nvestigative use of such informat

or ent appropriate authordy.



7. The applicant further requests that the order direct the furnishing of information,
facilities, and technical assistance necessary to accomplish unobtrusively the installation and
continued use of the pen register and trap and trace devices, including “Caller ID Deluxe,” by
with a minimum of disruption of normal telephone service and with reasonable compensation to
be paid by the Chicago Police Department for reasonable expenses incurred in providing such

information, facilities and assistance pursuant to Title 18, United States Code, Section 3124(c).

8. The applicant further requests, pursuant to Title 18, United States Code, Section
2703 (c) and (d), that Sprint shall furnish agents of the Chicago Police Department with call
detail, including but not limited to data indicating the specific latitude and longitude and street
address of the telephone nmmbax‘_ a cellular telephone as well as records
reflecting the cell tower and antennae face used by the telephone number— a
cellular telephone at the start and end of any call, and access through any means reasonably
available to all location based services with respect to the telephone number- 3
cellular telephone, such as “enhanced 911", for the duration of the order, and a listing of all celi

sites and conirol channels and the physical address of each cell site for the areas in which the

telephone r}umbﬁr-, a cellular telephone is operating.

9. ‘The applicant further requests that the Order direct AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comcast Cable Communications LLC,
Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp,
and all other providers of electronic communication service as defined m Title 18, United States
Code, Section 2510(15), to provide information on the cellular tower location of the telephone

number — a cellular telephone in the event that the telephone number _

- a cellular telephone uses the service of any service provider other than the one to winch

the telephone number _ a cellular telephone g subsenibed (commonly known as

“roamine™. the Aunishing of such information by any service provider taisbe compensated for
> 2 o 4 A e




by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c).

10. Applicant further requests that the Court issue an order, pursuant to Section
2703(d) of Title 18, United States Code, directing that any service provider shall provide all
information, facilities, and technical assislance necessary to determine the subseriber information
set forth in Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber
name, address, local and long distance telephone connection records, length of service (including
start date) and types of services utilized, telephone or instrument number or other subscriber
number or identity (including IMSI, Electronic Serial Numbers, Interational Mobile Electronic
Identification numbers, and Mobile Station Identifier numbers), and means and source of
payment for service (including any credit card or bank account number), for the telephone
number - a cellular telephone as well as for each outgoing call from and each
incoming call to the telephone num’ber_, a cellular telephone, the furmshing of

such information, facilities, and assistance to be compensated for by the at the prevailing rate.

i1. The applicant further requests that the court order direct Sprint, its agents and
employees not to disclose to the subscriber, or any other person, the existence of the court's order

or of this investigation unless otherwise ordered by the court.

12. The applicant further requests that these companies, AT&T, AT&T Mobility,
Celico Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunicalions,
Quest Communications, Cricket Communications Inc.,, Comcast Cable Commumications LLC,
I evel 3 Communications Tnc., XO Communication Services Inc., Ymax Communications Corp,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(15), and their agents and employees, be ordered not (o disclose the

H

existence of the court’s order or of this investigation unless otherwise ordered by the court.

requests that T-Mobile provide twenty-lour hour a day

s ncludimg ¢ on Iocation




queries and is required to lend all reasonable assistance to permit the Chicago Police
Depariment to triangulate target location, including but not limited to terminating interfering
service on the telephone number — a cellular telephone and Global Positioning
System (GPS) technology, provided T-Mobile is to be compensated therefore at the prevailing

rates.

14.  Applicant further requests that this Court’s order authorize the Chicago Police
Department and other law enforcement officers assisting in the investigation to employ a pen
register device with respect to telephone number _ a cellular telephone using
digital analyzer technology, with the restriction that officers will neither retain nor make
affirmative investigative use of the data acquired through the digital analyzer beyond that
necessary to determine the location of the telephone number —, a cellular
telephone. A digital analyzer device is a device operated by law enforcement officers that
detects radio signals that are emitted automatically at the time a cell phone is turned on, and
periodically thereafter as long as the ph‘éﬁe remains on, regardless of whether a call is being
made, to register the phone to nearby cell towers. These signals contain identifying numbers for
the telephone (e.g., the telephone number and electronic serial number or international mobile

subscriber identification number) and can assist in learning the physical location of the telephone

number- a cellular telephone.”

15, In support of its request for an order directing the furnishing of information on the

cellular tower locations and physical location of the telephone number- @

2A digital analyzer device does not infercept any content of communications, but rather searches for the autonomous
ragisiration signals emitted by the target telephone, which are identified through its idenlifying numbers {which are
already known o law enforcement through other means). Once the 1arget phone's signals are identified by the
device {(which can be used only when itis in the general proximity of the target telephone), the davice can measure
the sirength of the signal emitted by the subject phone in order 1o ascertain the general direction and location of the
signal, which can assist in identifying the location from which the target cell phone is operating, thus providing
location information similar to that which ordinarily is known for a land line phone. A digital analyzer device
constitules a “pen register” device within the meaning of Tile 18, United States Code, Section 3127(3) bacause it is
“m dev ss which records or decodes dialing, routing, addressing, or signaling information transmitted by an
ument or facility from which a wire or electronic communication is transmitted,” and bocause the information it
does nol inciude the contents of any communication. Because the information oblained through faw

ment officers’ use of a digital analyzer device does hol require the participation or assistance of the service

r the o ons of Title 18, Unitad States Code, Section 2703 under which the goverament seeks information
from service providers are inapplicable in the context of a digital analyzer device.




cellular telephone, and for an order directing the furnishing of subscnber information as
described above, the applicant respectfully submiis the Affidavit of P.O.—
which is attached and incorporated herein which sets forward specific and articulable facts
showing probable cause to believe that the information on the cellular tower jocations, the
physical Iocation of the telephone number— a cellular telephone, and the
subscriber information of telephone numbers in contact with the telephone number-
- a cellular telephone will be relevant and material to an ongoing criminal mvestigation.
Because information that is relevant and material to an ongoing criminal investigation includes
information that assists the government in ascertaining whether or not the subject of the
information has committed an offense, subscriber information for phone numbers in contact with
the telephone number _ a cellular telephone which is being used in furtherance of
the offense of First Degree Murder is relevant and material to the First Degree Murder
investigation. First, as required by § 2703(d), there are specific and articulable facts showing
the relevancy of such subscriber information based on experience learned from prior Homicide
investigations. Based on past investigations, the applicant knows the following facts specific to

Homicide investigations:

A

subscriber information has yielded the names of co-conspirators, witnesses
and other individuals engaged in Homicide investigations;

A

subscriber information has yielded the residential addresses of co-
conspirators, witnesses and other individuals engaged in Homicide
investigations, thus aiding in the surveillance of said individuals;

< subscriber information has vielded evidence of concealment in Homicide
cases that show consciousness of guilt.

l6. Knowing the location of an individual who is associated with -is

relevant and material to the Homicide investigation. For example law enforc

use the location of telephone number -& cellular telephone, in combination with

vidence i this investigation, to determine the geographic arcas in which witnesses, co-

5
e
)

conspirators and their associates are located . Furthermore, knowing the location of telephone

number — a cellular telephone will assist law enforcement officers in cstablishing



physical surveillance on the targets and their associates, which in tum could lead to information

concerning statements and locations of witnesses, co-conspirators and_ Your

Applicant believes that there is probable cause that information concerning the location of the

telephone number — a cellular telephone will produce evidence of violations of

720 TLCS 5/9-1(a)1 and will aid in the apprebension of -

WHEREFORE, it is requested that the court grant an order anthorizing the above
requested items for 60 days. It is further requested that this court order that its order and this
application be sealed until further notice of this court as this is an ongoing mvestigation, except
that copies of the orders, in full or redacted form, may be served on law enforcement officers
assisting in the investigation, and any service provider, their representatives, agents, and

employees, as necessary to effectuate this court's orders.

L P.{)—having been duly sworn under oath, state that ] have read the

foregoing application and that it is true and correct to the best of my knoayledge.

Apphcant

Subscribed and sworn to before me this 13th day of
February 13, 2014,
s
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STATE OF ILLINOIS )
)88
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: QQ)‘"f ¢P(2~ 2/

DN S e e

ORDER

THIS MATTER having come before the court pursuant to an application under Title 18
of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Police (}fﬁcm-
a State investigative or law enforcement officer, which application requests an
order under Title 18, United States Code, Section 3123, authorizing the installation and use of a
pen register and caller identification trap and trace device, including a pen register in the form of

a digital analyzer, on telephone number , hi:)‘iiii}aﬁfﬁ- a cellular telephone, more

fully described as:

Cellular telephone bearing number _{}@Gréﬁ{:d on the network of service

provider, T-Mobile.

The court finds that the applicant has certified that the information likely to be oblamed
by such installation and use is relevant (o an ongoing criminal imvestigation into possible

violations of Chapter 720, Section 5/9-1{2)(1) of the Hlinois Compiled Statutes, hereinafter
12 3 SV A 3

"subject offenses”, b}f‘_;ﬁzm} any others yet tuknown and that the records

3

concerning electronic communication service hsted below are also relevant to thig ongoing



criminal investigation. The Court {inds the application and affidavit offer probable cause that the
suﬁjects of the investigation are using telephone number— a cellular telephone, in
furtherance of the subject offenses, and that the information likely to be obtained from the
installation and use of a pen register and caller identification trap and trace device is relevant to
this ongoing criminal investigation in that it is believed the information will concem the
aforementioned offenses.

The Court finds that the application and affidavit offer specific and articulable facts
showing that there is probable cause for the records and other information sought and that the
records and information are relevant and material to the ongoing criminal investigation. The
Conrt further finds that the application and affidavit establish probable cause to helieve that
information concerning the location of the Subject Phone at times determined by Jaw
enforcement during the period authorized i this order will constitute or lead to evidence of

violatious of 720 ILCS 5/9-1(a}1.

IT APPEARING that disclosure to any person of this investi géﬁcm or of this application

and order would seriously jeopardize this ongoing wvestigation,

1. 1T 1S ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register numbers

dialed or pulsed from telephone number , telephone num‘sﬁr— a cellular

telephone, and a caller identification trap and trap device to display numbers dialed or pulsed to
the telephone number — a cellular telephone number without geographical
limitation and to record the date and time of such pulsing or recordings, and to record the length
of time the telephone receiver in question is off the hook for incoming or outgoing calls for a
period of 60 days or until cancelled by the Chicago Police Department or the Cook County

State’s Attorney’s Office..

thal agents of the Chicago Police Depatin

install and nge and decode diahing, ¢

2‘§%§§§’§§¥{)T— a celhiar lelepnons,

prviormabion i




including direct connect and push-to-talk numbers, to record the date and time of such
transmissions, and to record the length of time the telephone receiver in question 1s off the hook
for incoming or outgoing calls, for a period of 60 days or until cancelled by the Chicago Police

Department or the Cook County State’s Attomey’s Office.

3. IT IS FURTHER ORDERED, that an 611going special computer study without
geographical limitation for the telephone number — a cellular telephone be
furnished by T-Mobile, to the agents of the Chicago Police Department or the Cook County
State’s Attomey’s Office for the duration of this order or until canceled by written notification

hy the Chicago Police Department or the Cook County State’s Attomey’s Office;

4. IT 1S FURTHER ORDERED that the Chicago Police Department use technology
reasonably available to it to restrict the recording or decoding of electronic or other impulses to
the dialing and signaling information utilized in call processing so as not to include the contents

of any wire or electronic communications.

5. IT IS FURTHER ORDERED that this order remains valid not only to the
telephone numbm’— a cellular telephone number, but also to any telephone
number or physical telephone accessed through the same network account identifymg number
during the time period covered by the order, as well as (o any other network account identifying

number or telephone number assigned during that period to the same physical telephone
presently associated with the telephone number — a cellular telephone.

. IT IS FURTHER ORDERED that this order authorizing the installation and use of

a trap and trace device including the feature known as “Caller 1D Deluxe” (o capture the

incoming electronic or other impulses, for a period of 60 days o1 until cance

d by writien

potification by the Chicago Police Department or the Cook County Statc’s Attorney’s {

including the origimating telephone in call forwarding, ters

Sl i bhyer fee
§ ahing af e e

,which identify the onginaimg

%

plommation hkely to wdentify




communication and the date, ime and duration of such incoming impulses, and to include T-
Mobile and any other provider of clectronic communication services’ calls coming into or dialed

or pulsed to the telephone number _ a cellular telephone be without geographic

limits.

7. IT IS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that T-Mobile shall furnish agents of the Chicago Police Department and
the Cook County State’s Attorney’s Office forthwith all information, facilities, and technical
assistance necessary to accomplish the installation of the pen register and caller identification
trap and trace device unobtrusively and with minimum interference with the services that are
accorded persons with respect to whom the installation and use is to take place and that T-Mobile
be compensated by the Chicago Police Department for reasonable expenses incurred in providing
this information, these facilities, and this technical assistance,

8. IT IS FURTHER ORDERED, pursuant to Title 18, Umited States Code, Sections
2703(c) and (d) that T-Mobile furnish agents of the Chicago Police Department or Cook County
State’s Attorney’s Office with call detail, including but not limited to data indicating the specific

latitude and longitude and strest address of telephone pumber - a cellular

telephone as well as records reflecting the cell tower and antennae face used by telephone

number — a cellular telephone at the start and end of any call, and access through

any means reasonably available to all location based services with respect to telephone number

- a cellular telephone, such as “enhanced 911", for the duration of the order, and

a listing of all cell sites and control channels and the physical address of each cell site for the

areas iy which the telephone :mmhc,r_ a cellular telephone is operating provided

15 to be campf;nsamd therefore at the prevailing rates by the Chicago Police Department pursuant

to Title 18, United States Code, Section 2706 {¢).




Communications, Cricket Communications Inc., Comcast Cable Communications LLC, Level 3
Communications Inc., XO Communication Services Inc., Ymax Communications Corp, and all

other providers of electronic communication service as defined in Title 18, United States Code,

Section 2510(15), provide information on the cellular tower location of the teiepﬁoné number

_ a cellular telephone in the event that the telephone numbex—, a

cellular telephone uses the service of any service provider other than the one to which the
telephone num‘ber— a cellular telephone is subscribed (commonly known as
“roaming™), the furnishing of such information by any service provider to be compensated for
by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c} for

a period of 60 days.

10. T 1S FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT&T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corpofation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Vifgin
Mobile USA, RCN Telecommunications, Quest Commumications, Cricket Communications Inc.,
Comeast Cable Communications LLC, Level 3 Communications Inc., XO Commumcation
Services Inc., Ymax Communications Corp, or any other providers of electronic commumcation
service as defined in Title 18, United States Code, Section 2510(15) shall finmsh agents of the
Chicago Police Department and Cook County State’s Aftorney’s Office with all information,
facilities, and technical assistance necessary to determine the subscriber information set forth in
Title 18, United States Code, Section 2703(c)(2YA)-(I'), specifically, subscriber name, address,
local and long distance telephone connection records, length of service (including start date) and
types of services utilized, telephone or mstrument number or other subscriber number or identity
{inclhuding IMSI, Electronic Serial Numbers, International Mobile Blectronic Identification
rumbers, and Mobile Station Identifier numbers), and means and source of payment for service
(including any credil card or bank accounat nurnber), for cach outooing call from and each

incoming call to the telephone number _ a celtular telephone for a pertod of 60

days, the furnishing of such information, facihties, and assistance to be compensated for by the

at the provaihing rate



11 IT IS FURTHER ORDERED that T-Mobile, its agents and employees not
disclose to the subscriber, or any other person, the existence of the court's order or of this

investigation unless otherwise ordered by the cowt.

12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellnlar, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comcast Cable Communications LLC.,
Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(15), and their agents and employees, are not to disclose the existence of the

court’s order or of this investigation unless otherwise ordered by the court.

13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123 (b)(2), that T-Mobile and any subsequent service provider which provides service to the
telephone number _ a cellular telephone, and any and all other local camers or
long distance service providers whose assistance may facilitate the execution of the order,
including any service provider which sends or transmits any communication to or from the
telephone numher- a cellnlar telephone; shall furnish to agents from the
Chicago Police Department and Cook County State's Attorney's Office with all information,
facilities, and technical assistance necessary to accornplish the immediate installation and use of

this pen register and caller trap and trace device.

i4. ITisF THER ORDERED, that T-Mobile provide twenty-four hour a day
assistance o mclude switch based solutions including precision location based mformation

GLUCTCS angd 18 ¢

1 all reasonable assistance to permit the Chicago Police
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