





t

w6

s

A

fine

SUNSEL
DC 0B

okt
i1 C
+

Ré
v{ ton

. ha,
)

aprapriies F
v
k

ye
{}.)lu’

i

VEASHNGTO:

5

4

A JGENE
d

"

3&

i
‘1«

4

/

(o

L
ﬁ&

!

o

Rcu‘:

$
A

¢S

k|
fLin

)

LW b{,#\,\

Thé

7

¢

5

N

i

.

c05431264

gty
i ey
i

A

g

g

PR

1y




C05431264

4 "

'Tﬁﬁwsaeaawf | “

@TC:  1027(400) /2006

s

MEMORANDUM FOR: Director of the Central Inteélligence Agency

FROM: ! ‘
‘ Chier, [ .
CIPA Lortasnay T ] -:.nm C:{:asai.t:x. . )
SUBJECT: GRS/ Updated Guidelines on
Confinement Conditions for CIA Detainees
1., (75 Action Requested: Your approval on.
the attached Upducea wvuadelines on Confinement Conditions fox

OIb Detainees,

2 (%ﬁ! Background: The attached guidelines
govern the tonaitions of confinement for cIn High Value

Detainees (HVDa} who .are detained at a CIA Detention Facility
: They bave been updated-from the previous guidellnes, lssued in
4.m¢2003, to reflact the recent epactments of the Detainee Treatment
'wAct and the Military Commisdlons Act of 2006, These guidelines
- offer broad coverage in recognltion that environmantal and cther
couditions will vary from case to case and 1ocabion to losabion,

3. ﬁ&ﬂ IThe ein CountarTerroriam Center {(CIC)
‘remaing respounsible 'for ensuring that thase standards fox

counfinement conditions will be followed, Direckor/CIC shall
ensure that at all times a specific Agency staff ewmployee is
designated as’ respondible for each detention facilivy.

1
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Aparinden

ToP-SBERET/ -

*

SUB.J‘EC?I‘: -ﬁﬂ!‘ Updated ‘Guidelines on Confinement
Conditions for QYA Detalnees

That individual will be responsible for ensuring that all “Agency

persommel operating at the CIA detention facxhty adhers to
these guidelines,

4, l ) ]Recommendétion- That you approve

the attached Updated Guidelines on Confinement Copgditi for
CIA Detainees, It has been reviewed by and
oTC/LeL,

Attachmerts

A. {18, Standayd Conditions of

CIA Detention
B, (TS, Updated Guldelines on
. ‘ Confinement Conditions fox
CIA Petaineen

TB?*SSGRQTU
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SUBJECT: CRSA \Updated Guidelines on Confinement.
Conditions for CIA Detalnees

{27 Cctober 2006)
Updated Guidelines on Confipement

Digtyribution:
orig - D/CTC
1 ~ D/NCS
1 - NCS/EA
}“ .
b
1 -~ CTC/LGL
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TOP BECHET

STANDAXD CONDITIONS OF CIA DETENTION

i

(?$f! .jCIh security needs require that the
conditions of detention for all detaineses held in Cia facilities.
include . the following:

U< } RN I

i
V58 6% White Holse
Constant Light
Shadkling

H

t
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(M - " ghavingr

E::::::]hpplicaéion: A detainee is shaved (head and face) upon
arrival to the detention fapility )

(1\3{ | White Noise:

-~ Purpose: white noise 1s used for security purposes to
magk sound and prevent comwunication among detainees.
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-~ Application: White noise is kepﬁ&%'{a‘d601?el 1? &)
less than 79 4B (calculated to avold damdgiico detainees

hearing} .

In general, sound in the dB 80-3%% range is experienced ag
loud; above 100 dB as wncomfortably lowd. o0SHA guidelines
require employera to establish a noise monitoring program ‘when
continuous noise is 85 dB or above, See 29 CPR 1910.95 App G.

common reference points include garbage disposer (80 dB),
cockpit of .propeller aircraft (88 dB), shouted conversation {50
dB), motorcycleg at 25 feet (90 48}, inside of subway car at 35
mph (95 AB), power mower (96 d8), chain saw (110 dB}, and live
rock band (114 dB). o

Vo

cnere is no risk of permenent hearing loss for -
COnT Lituwue, 4w -aOUXS-a-day exposures Lo sound at 82 dB

e

Al

#Eg;j’ MR constaﬁh Li&htz

s/ //MR)  Shackling:
== PUYpOSE: Shacklingfiﬁ used for security purposes.




Restraints should not ampeus CLIUusacion Or lead to
permanent damage. ) T oot .

~- Application: Shackling is done in such a mamner as to
not regtrict the flow of bleod or cause any bodily injury. »

RESCLUINGE snould neither inpede circulation nor lead
to abrasions. . B
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-APFROVED:

Direetor Central Intelligence Agency Date
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i EXFCUTIVE CORRESPONDENCE ROUTING SHEET

1. Grigination Gilice 2. Date
. 01/18/2007
i Mame Roorn Mo, and Bullding - Phons
1 Johin Bizzo ' ) . R

4. Subjsct

Letter to S5CE Chairman regarding John Rizzo's nomination and offer to brief SSCI on the iegal bases for the ClA's
detantioh program,

5. Qriginating Olfice Convol # Ga. Azaponse 1o DAC # (lohnating Offes to Compiete} | Bh, DAC Control # 4G use Onkyl

OGC-FO-2007-50003 DAG 04001 -2066-1 0{?@ ) &5@@5@52

&, Justification / Summary (Bequirex! for immedlime and Frivrity Actions)

[::[ Routine [:I Priority ‘ Immediate

Per request of ODCIA’s office.

7. Coordination

Pleege note that the letter is unclassified, but the reference attached to the left side of the folder is classified,
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, DiC. 20805

16 January 2007

The Honorahle John D. Rockefeller IV
Chairman

Select Commitbee on Intelligence
United States Ssnate

washington, D.C. 20510-2202

Daar Mr. Chalrman:

I am writing concerning the President’'s nomination of
John Rlzzo to be the Central Intelligence Agency's {CIn}
General Counsel. 2As vou kmow, I fully support John's\
nomination and look forward to hisg confirmation.

Since your August 23, 2006 letter, which, among other
things, rewquested information concerning the legal basis
for the CIA's detention program, I have provided
comprehensive brisfings t¢ the Senate Select Committes on
Intelligenceé regarding the details of the CIA's detention
program. In those briefings, I made it cleaxr that the
CIA's detention program had been, and would continue to be,
in full compliance with the Constitution, U.S5. law, and
U.8. treaty obligations. - I also informed the Committee
that I would work with the Administration to provide you
additional information about the program, to includs its
legal foundation.

After discugsiens with the Attorney General and others
within fhe Administration, and in keeping with my previous
statements to the Commitbtee, I am offering ydur Committesr a
briefing by officials from the CIA’'s 0ffice of General
Counsel and the Department of Justice’s Dffice of Legal
Counsel on the lsgal bases for CIA’s detention program. By
doing s¢o, we can address the Commitbtee’s ocutstanding
concerns about the program, as well as address the issues



The Honorable Jobhn D. Rockefeller IV

in your August 23 letber. Hy 0ffice of Congressional
Affairs will contact your staff to schedule this briefing.

Sincerely,

Yl

Michael V. Havden
General, USAF

¢c:  The Hororable Christopher Bond, Vice Chairman, S8CT
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Subiect

Letter to Sanator Carl Levin in response to his 14 December 06 letter regarding the detention of high value
terrorists.

5, Originating Office Control # 5e. Response to DAC ¥ iotginating Oifice to Conpietes | Bb: DAC Control ¥ 1AC Use onty

OGC-FO-2007-50001 DAL~ LDYG- c;lﬁ@é 3%"0 60¥9- S0dg

6. Justification / Bummery [Required Tor lmmediate and Priorlty Actions)

Rg_:.‘l}ine - E:]Pnonty - [X]!mmediate,,_., .....

Letter is to be processed ASAP per request hy 1

7. Coordination

1 DGC/FO coordinated with OCA and CTC/LGL.
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THE DIRECTOR .
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, I.C. 20505

4 .January 2007

The Honorable Carl Levin
United States Senate
Waghington, D.C. 20510-2202 =

Dear Senatoxr Levin:

Thank you for your letter of December 14, 2006 regarding
the detention of high value terrorists. As you knOW, on
September 6, 2006, all 14 of the high value tertorists held by
the Central Intelligence Agency (CQIA) were transferred to
custody of the Department of Defense at Guantanamo Bay, Cuba, I
wag pleased to brief you and the other members of the Senate :
Select Committee on Intelligence in advance of the President's o 3
public announcement regarding the transfer because it served as
an excellent opportunity to discuss a wide range of issues
related to these detainees, including their previous conditions
-of confinenment and the critically important - intelliigence
information obtained from them. '

As you -are also aware, on November 16, 2006, consistent
with my obllgatlons under the National Security Act, I prov1ded
a conprehensive briefing to the Senate Select Committee on
Intelllgence regarding detainees and also briefed the House
Permanent Select Committee for Intelllgence and House and Senate
leadership as well. I hope you would agree that the gquestions’
posed in your letter, as well as many other issues, have been
fully briefed te the members of both Committees. During these .
briefings, I made it c¢leaxr that the CIA's detention program had
‘been, and would continue to be, in full compliance with the
Congtitution, U.S. law, and U.5. obligations under international
treaties. I alsc committed to provide additional briefings to .
the Committees on these issues when. the need arises. That
commitment remains true today.
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.Yy

The Honorable Carl Levin

. Again, thank you for your letter. I look forward to
speaking to you and the other members of the Intelligence
Oversight Committees on these issues in the future.

Sincereiy,

Whede¥ gt

e Michael V. Hayden
General, USAF
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Washington, D.C. 20505

Inspector General

.S April 2006

The Honorable John D. Rockefeller v
Vice Chairman . :
Select Committee on Intelligence
United States Senate

Washington, D.C. 20510-6475

Dear Mr. Vice Chairman:

P?s! b This letter responds to your

correspondence of 10 March 2006 concerning the status of
significant recommendations identified in the Office of
Inspector General (0IG) Special Review, entitled
“Counterterrorism Detention and Interrogation Activities
(September 2001 - October 2003),” (2003-7123-IG). This
Report was issued op 7 May 2004. Your letter asked for a '
description of the corrective actions that have been taken
by CIA in respect to each recommendation and the Inspector
General’'s evaluation of whether the corrective actions
adequately resolved the issues addressed in the Report.

(Ts /] ]

The following list provides the status
of actions taken in resporise to the ten recommendations in
the Report. The recommendations are briefly summarized;
the full text of each Yecommendat ion is contained on pages
106-109 of the Report. In nine cases, 0IG has judged that
the actions taken by the Agency have been sufficient to
warrant closing the recommendation. In some of those
cases, the action taken by the Agency clearly and
definitively disposed of the.matter.
although the recommendation is ¢losed, the follow-up
actions are being implemented over a period of time. Where
appropriate, the 0IG will continue Lo menitor the
effectiveness of these actions in its on
audits, inspections and investigations.

In some other casas,

going program of
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The Honorable John D. Rockefeller IV

* Recommendation 1

+ Recommendation ?

*+ Recommendation

_

* Recomrendation 4
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The Honorable John D. Rockefeller IV

¢ Rernmmandalion 5

*» Recommendaltion &

* Recommendation 7

m?\?.ﬂ\mr'wvt
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C05431980 ' 1

The Honorable John D. Rockefeller IV

. '_Racammanda.tmm 2!

* Recommendation 9
% : . A

{
» Recommendation 10

!
~L ]
(U//FPEPO} Given the clasgification and sensitive

igsues discussed in this letter, I would ask that you
handle it in the same restrictive way the Committee has
handled the 0IG report of May 2004 to which it refers.
Thank you for your support as we continue to examine Agency
activities concerning detentions, renditions, and

interrogations. If you have any questions about these

matiters, please contact me or Asgistant Inspector General
for Investigations

i
Jz?n L. Helgerson

Sincerely,

cc: Chalrman, Senate Select Committee on Intelligence
Director of National Intelligence
Director, Central Intelligence Rgency




o | | Central Intelligence Agency
Office of General Counsel
Washington, D.C. 20505

Date: 12/19/05

Tor  Steve Bradbury
Organization: I}&;zsatﬁtmant-@f}r ustice/OLC

Phome; [ J
Fax: l N

Fron Jokm A, Rivzo
Orgamization:  Office of General Counsel
Fhone:r | T
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CENTRAL INTELLIGENGE AGENCY N i
WASHIIGETOH, 0., 20505 RS EERIR EAh

Gitice of General Dounissd

 pwendiesnt,

*’f/zm i{ 5) g’)f e

19 December 2005

Transmithed by Secure vacsimila
Gteve Eraﬁhuxy

noting Asgisktint Ahborney Gereral
DEfice ut Zegal Conngel
EeQWV%m&nu o Jugtlice

Washington, wo ?%
B@ax M ﬁ_:c-“%}‘:ﬁ?

{i’ DT fuvcherance of your' Eelephing
vinversabion hoday wikhl lof my office, bhe Colitkal
In%elllvﬁnwa Agumty'{ﬁih} régquesty the Départment of Jaskide by
rpv;ww itg opiniog of 25 h&y'ﬁﬁaﬁ with the assumption the Metiai
Amepdient to the Defense apprapr;lemnq act for FY 2908 is
enacted, and asdvise whether CIA'S interrogabion technigoes would

constituie ereel, inhummn or degrading breatment as definsd in
the MaCain dmendmént .

1

{‘*F{f.jwm,_mm,mm s iIn addition, we remiest the
Deparemént of Justice review the CIb/s standard corglitions of
devention and advige whither thdsa conidi bions would CongEliute
oreel, inbuhan ok degrading trsatment as defined in Ehe HeCain

Enclosed plesss find a destwiption of cur standird
comdibions of detention.

3

iUJ/EﬂEﬁ? If you have anv addivional gusstions,

pleases
call
IO - - e o - R
H
TSR R TR RS
Senior Depuby General Lcunael
Enclosure
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' "STANDARD CONDITIONS OF CIA DETENTION

CIa security needs require that the conditions of detention
for all detainees held in CIA facilities include the following:

Hoodingl
{Shavigg. ] . : .

~ USe 0I tuuu music or White Noise {at a decibel level ~
<7%db - calculated to avoid damage to detainees' hearing}
Congtant Light~

Shackling

5

-

Hooding: . . _ .
' -+ Purpose: Hooding is used for security purposes{m_ l

I

l

I

~-Shaving:

i
i

~~ Application: A detainee is shaved (head and face) upon
arrival to the detention facility[ |

ALL PORTIONS CLASSIFIED
TOPSECRED-
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L
e e et s o et e 5 s - . ot
Loud #Monle ogr White Modiswe:
-~ Purposs: Loud mosks or white nodse is uwsed for securily
purpages Lo mask sowrd and prevest commiticzstion smdrg
et s Lness .
wo Bl tontion: Loud suslo or wiibe aoise s Bepr at a
dewibel level Isss than 79 45 lcalonlabed to aveld damnow wo
freas oaring) .
T gmﬁaf&l spund. in the dB BO~BY wange ie experkénoed ab
Toud: above 106 elfs ap onooamfdrtably 1muﬁ USHA: guidelines
rauud e @m@&myamw ko sst&blish & ndige m@ﬁﬁiﬁﬁxng yrmgwam,wxau
continnons moise Le B%5 OB or sbove, Sep 2% CFR 110,95 mpp 6.
Compon, reference points include gurbage dispessr (80 4By,
wovkplt of propellér adversfs {88 48), chouted conversabion (50
g}, sotorvyeies at 25 feat (30 €8), ipside of subway osar ak 35
wph {85 dB), power mower (96 dB), chain daw {110 48], and Jdve
pedk besd (114 aBl.
. R S . . S
: T SN
are Iy ﬁw wv&k @f pesminent h@vﬁihﬁ 1&%@ ftor
ouEs-a-day SEDOSUrES ha wramd st B2 ﬁﬁ T
i

e e TR ATy
i

Conatant Light:

5




Y g o eyt 2T Preer 1,09 /%
|
| |
i
i i iOwbainser gensyally adapt
fairly soon bto the copgtant iigat and can sleep.
Fhaekl iag
- -= Porbpose:  Shackling is uSed for securipy pidposes.
Fhaokling enbices geouriby i 21l sgpects of detained
‘ ALAGEISNE AU mEvemERE [T e sy

i

Rmrraints should ek mu;s&xﬂ@ cirenlaticn or lsad Lo oermERERG
Sanvace .

-~ applicstion: Shackling is done in suoh a saoner as o
pirios the flow of hlood or ssmbe gy bodily dwinry.

sttt

Redtraints should aeither impeds civenlatish nor lead

pre—

A T T S NS 12T 8 S A Y 1+ 126 1 S g e s+ 4§y
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Steve Bradbury, BEe.

UG petsnbier 2005
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0000342

Memorandum for the Record

EVENT: MBR PRE-TRIP BRIEF DATE: 12/21/2004 TIME: 13:30 STATUS: COMPLETED
PLACH: TE42 HEADQUARTERS
FOR: HASC ‘
SUBJECT TRAQ - ]NSURGEN’I‘S AND TERRORISTS
ATTENDERS: -
ASSOCIATION NAME ROLE
DCI/OCA _ i SUPPORT
DCI/OCA I ‘ | SUPPORT
DUCTC HORACEK, JAMES BRIBFER
DVOIA | T : BRIEFER
DUCTA L ] BRIEFER
HASC MARSHALL (D-GA), IIM ' REP
Exscutive Semma '
(C/NF) A team o‘;t“_jand CTC analysts provided Representative Jirn Marshall (D/GA), member of the }-IASC an

analytical, non-oversight brlefmg to address issues relating to Iraq1 insurgents and terrorists,

Summary Text:

1. (CHNF) A team of and CI'C analysts provided Representative Jim Marshall (ID/GA), member of the HASC an
analytical, non-oversight briefing to address the following issues:

1) Irag -- Insurgents and terrorists: Who are they? How much support do they have‘?

2) How much support is there for the aew government? Are Iraqgis ifterested in rébuilding their own society?

By way of additional background, the briefing was amranged to suppott Rep. Marshall in his planned Jate December
travel with General Schoomaker, Chief of Staff of the US Army, Lo Afghanistan and Iraq - however, when the

. Representative artived here at Headquarters, he advised that his trip had been postponed.

" 2. {SINF) The session was largely give-and-take becanse Rep. Marshall, a former Army Ranger who studied

insurgencies at Princeton, had some strong opinions of his own. The discussion centered around pation-building and
reconstruction efforts in Irag; counter-insurgency efforts by the US Military and Iragi security forces; the challenge
posed by Zargawi, inclading his netwerk's killing of 49 Iraqi national guardsmen fresh out of basic training, and the
possible ramifications of a pull-out of Coalition troops. Rep. Marshall was very kaowledgeable about the subject

matter, but expressed surprise over the analysts’ estimate of the number of suicide bombers. Toward the end of the
session, the DCI stopped in 1o say hello to the Representative,

e
L N
Laaison Officer
Office of Congressional Affairs

Page t of 2
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Distribution:
1 -DAC (Official OCL]A; Record)

1

Follow-up Action Items:

Additional Information:

ur

Page 2 of 2
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Central Inifelligence Agency

Office of General Counsel
Washington, DC 20505

22 April 2005

To: [ Stéve Bradbury N
Organization: 1DoJ/OLC
Phone: i '
(Bradhury)
o e = sy
‘ From: | Lo
Organization: j
Phone: § |
_ Fax: l

Number of pages (including cover sheet): 4
Comments: Per your request...

No Dissem — This Note and Attachment
are Attorney Work Product
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Horizontal Sleep Denivation

On three ogoasions sarly in the pragram, the Interrogation team and tha attendant medical

officars identified ths potentlal for unaceepiable edema in the lower imbs of defainees

undergoing Interrogation, In order to parmlit the limbs to recover withaut impaiting slesp
deprivation requirsments, the subjecis underwant horizontal slsep deprivetion, Horizontal sleap
deprivation ocpurs whan a defzinse ls placed prone on the floor on top of a thick towel or bianket,
a pracattion deslgned to pravent redustion of body tamperature through direct contaot with the
cell faor. The detaines's hands are mansclad together and the &rms placed in cutstretched
position -~ elther exiended bayond the head or extended o elther side of the body - and
anchored te e far peint on the fleor in such a manner that the arme sannet be bent or usad for
balance or comfort, At the same timé, the ankies ars shackled togsther and the legs are
exiended in a siraight line with the body, and anehored fo a far point on tha floor In such & )
manner that the fegs cannot be hent or used for balsnoa or comfort, The manacles and shackles.
are enchared without additional stress an any of the arm or leg joints that might force the limbs
beyond netural exiension or create tension on any Joint. The position s sufficlently uncomioriable
fo defalnees to geprive fhem of unbroker sleep, while aliowing thelr lower limbs to recover from
fre effects of standing sleap doprivation. All standard precautions and procedures for shackiing
are observed for both hands and feet while In this pasition. Morizontal sleep deprivation has besht
used unill the detaines’s affected fimbs have demonetrated sufiiclent recovary fo refure to sitiing
or standing sleep deprivation mode, as wamanted by the requirements of the intserogation team,

antl subject o determination by madical officer thet there Is no contralndioation to resuming other

sleep deprivation modes,.

EANDLE VI CHANKELS ONLY
y/sac/g’m//\ /20300422
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22 april 2005

Transmitted by Secure Faosimile

' / NE The follcwmng ig the Central
Intei%fgg;;e Agend?‘gkﬁzzlof the “waterboard” in

combination with two other techniquee. The waterboard ig
an interrogation technique as described in our Background
RPaper on CIA'E Combined Use of Interrogation Technigues,
provided to you previously.

4

‘ EP97// /NE.2¢T We also previously provided the

Department of Justice with our desoxiption of the
waterboard, The Ffollowing ig our description of the two
interrogation techniques we use in conjunction with the
waterboard, These tachniques are distary manipulation and
sleep deprivation. While an dndividual is physiczlly om
the waterboard, we do not ube the insuis slap, belly slap,
attention grasp, fagial hold, walling, water dousing,
stresgs positions, or cramped confinement. Many or all of
thoge technigues almost certainly will have been used
before the Agency neads to resort to the waterboard {(and,
indeed, gince March 2003, the Agency has nobt had to resort
to uge of the waterboard to transltion an individual from
regiptance to cooperation) ., Further, it ig posslble that
ené or more of these intsrrogabion techmigques might be used
the same day as & waterboard gesggion !

»

Lra7] '/NEAOU]  As you are aware, the Central
Intelligence Agendy has established specific guidelines for
the use of eamh of these two interrogation technigues and
the waterboard, These guidelines lncorporate the
guidelines established by the CIA Office of Medmcal
Services (OME).

o é?ﬂff ‘ 1§g;£mﬁ"ﬁa we briefed you previously, an
individual ig alws¥s placsd on a fluid dist before he may

be subjected to the waterboard in order to azvold asgpiration
of regurgitated food, The individugl is kept on the f£luid
diet throughout the perzod the waterboard ig used,

HANDLE VIA CHANNELS ONLY
W, 720300422
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_Jzﬁ?ff/ /égsfecT”Sieep deprivation may be used
prior to and during the waterboazrd session. As has beaen
préviously noted, the time limitation on application oF
sleep deprivation ig strictly monitored. In addition, the
detainses phyglcal z2nd mental state ig also monttered Lo
ensure they are not harmed. There iz no evidence in
literature or experiwnce that glesep deprivation exacerbates
any harmful effects of the waterboard, but it doss reduce
thie datminee’s will to resist, contributing to the
effectiveness of the waterboard ag an intervogation
technigue. 1In the event a detainee were to bs percelved as
unakle to withstand the affeots of the waterboard for any
razson, any member of the interrogation team has obligation
to volige doncern, and Lf necsssary to halt the procesdings.

HANDLE VIA CHANNELS ONLY
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WASE-MGTON DC 20505 S A
25 May 2004 "

MEMOFIANDUM FOR $oe Distribution Sheat

_ SUBJECT - ~ Detainee Working Group

- ) ;:‘i‘fha\/e ms‘rabh hed an Detainee Workmg Croup to c:@o'd;nate the
) Agenoy’. ,gponse» to exteinal ] inguiries conecerming its actual and aileged

deters *Tlgi:n debyisfing, interrogation: and rendition practices, especially: ihosa
: re{ann {0, OUf Wﬁi‘fdwlde ceunteﬂerrtanst actm’t:es R

S ey The WG 'H{'serv""-as‘the CIA focal pomt far'nf@rm*tion pelahng

pectorG@ne;al SR

ke

b A apprepnat@ \’{he,DWG’ WM consuit WIth the Oﬁ;cepz’«
ash f:onducts its: acﬂvzttes : ‘ S

8 {U/FOUO) The DWG WIi} prepare the DC! DDCI ,and @,her Ag@ncy o
eﬁicials for- Congress;ona heanngs NSC Prmclpals and Deputles meetmgs and
any other s;mrlar engagements .

i | _ -
-' . The DWG wx!i provsde status bneﬁngs for the DCI DDCE and other senior
| Agency oﬁaczais as needed
\i- f‘in QOﬁ}UﬂC’[EOﬂ wnth other appropna’{e componants the DWG wil draft
‘ statements for the record oral *testlmony, and ta]kmg ponnts as"requufed
Y
R {n con;unchon with. other appmpnate compenents the. DWG will prepare
”,backgraund matetials; such as issue papers, summaries’of raievant
o 'reports and su@gested questions arid ariswers.. ‘




CUS4U9304y .

4, (U/F@UO) The i;)we wﬂi mteract dlrec’cty wnh‘om and through OIG no
Wﬂh other relevan’t mVesngatlve ifaodzes g :
Requests from DoD elements wﬂ! contmueu :
from requests for OEG Enves’iigatwe maten-als,;-OiG wslt;.f@rward those
requesis o the DWG for afmon and reSponse back through O!G

S

Al other requests will be proylded {hrough emsimg Eiaason chanrleis to

CIA. The Agency recxptents will forward these reque&s io the DWG for
action and resptmse

Lo B, (U/FOUO} W@rkmg with the, Office’ of Congressnonal Aﬁalrs *aﬁd thw
Dffice’ of Public. Affairs; the DWG.will coordinate dr. anjy written or verbal -

_ : Qh as. bnefmgs Correspondence P _n'tation of! data ar
-_"*'other forms Qf cemmamcatzon gled Congress the press a‘nd other antlttes

145 members atthe Group: Addtt;onai Agency ot icers wm
. ':assnsi the-Group’ as WGEI ‘ : . ‘

{ .

o~

- Artaghment: Distrbution Sheet

. N r
i .

B

’.d'to 8. Apait s

(U!FOUO) The DWG Shallreport to thie Chist of'staff 1o th8 TG The’, AR
| G e Dl on with| _loec,
fale} 1 0 Dlant
Ik
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C01525861 ‘ : _ DOC 174

t. (b)(2

APPROVED .FO
(b} (6) R RELZASE

DATE: APR 2008 _ : | DU 529

. DEPARTMENT OF THE ARMY
1* Squadron, 3" Armored Cavalry Regiment
TIGER BASE, IRAQ 385 FT 885940

AFZC-R-1-8-3 03 NOVEMBER 2003

MEMORANDUM FOR RECORD
SUBJECT: Stahdard Opaerating Procedurss for Tiger Base Detentlon Center

1. Bringing detainee to Base compound/ entering Base compound
‘ Notify Tiger X-Ray Immadiately when detainees are picked up.
Always ulilize the 5 S's (search, segregate, silence, speed, secure)
Have detainess blindfoided and zip tied for movement:.
Capturing unit will conduct a thorough search of all detainess.
Capturing unit will complete two copies of DA form 5876. One form is
worh by the detainee, the othar form witt be given to the 82
repfesemtative.
Notify Tiger X-Ray when detainees are inbound.
Tiger X-Ray will notify 5-2, and the guard force NCOIC.
. All personal iterns and captured weapcns will be handed over to the $-2
© with a detalled description of who, what, whers, and how tha items were
confiscated,
. A representalive from the capturing unit wili rernain with the detaanees
until released by the guard NCOIC.

opoUw

—ry

@

2. Guard Force Responsibilities
a. Guards will do a thorough search of all detainess and vehlicles.
b. Guard detall will inventory personal items on DA 4137 (2 copies) and
- maintain proper accountability of items.

¢.” One record of items will be placed In 2 sealed bag along with the ltems
the other record will ba given to the S-2.

d. The bag of personal items will be tagged with the detainses serial
number,

8. All detainees will be separated as the sxtuanon petrmits. They wili notbe
allowed to speak to one another.

f. Tha NCOIC in conjunction with the Cl/interrogator team will determine
when the dstainees are given food and water.

3. Detention Center Battle Rhythm :

a. The NCOIC will be overall respons:bie tor ensunng each detainee is
properiy documentsd and serve as a lialson between the guarci detall and
52/ Cl sections.

b. Capturing unit representative back briefs the Batile Captain, who then
sends repont to the S-2.

c. Initial Screening of all detainees w;Ei be conducted by the guard force
NCOIC.

d. Detainee Screening reports are then sent to the 8-2.

e. The S§-2 analyzes initial screening, then prepares INTREP for
Cliinterrcgator team.




C01525861

T

. Clinterrogator team conducts further Interrogation to collect intelfigence
from detainesgs.

. lnterrogatzon report Is sent back to-S-2 for anaiys;s

h. The $-2 determines further usefulness of detainee, and deterrmnes
release time,

i. Upon release of detainess, the NCOIC will verify the identity of the
datainees and ensure they receive their parsohal belongings

1.l detainess are to be released the NCGIC will escort thern td their
transportation, enstve they are properly Iogged out and notify the Battle
Captain before they are released.

k. -lf detainees are to be transferred to Al Asad detention center (OBJ
Webster) the NCOIG wilt ensure the guard accompanying the detainee
has the DASY78, DA4137 and a copy of the intefrogators summary
report. He will also ensure.that the guard has the detainee’s personal
belongings. The NCOIC will keep originals of all reports. He will ensure
the detainess are properly logged out and notify the Battle Captam before
they are rolsased.

4. Pesonnel Tasking and Logislical Support
a. The 8-3 will ensure the detention centel guard force is properly manned
with a'ratio of & detainees to one guard. The minimum is one'NCO and one
EM.
b. Guard shifts should be ne longer that 8 hours.
c. The NCOIC wiil send a dally report to the §-3 of the number of detainees in
the holding center.
d. The S-3 will coordinate with the S-4 to ensure that MREs and Water are
being pushed fo the Detention Center. '

5. POG for this memorandurn is Tiger S-2

MAJ, AR
Sguadron XG
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[ |
NE/EX]
05/04/04 OT:07 PM To:[v
§ubjec?: BBO Talking Points r o W::__]

These are old DDO TPs fmrv{_ }par‘hups of use in our current - ]mskings. You will ‘want
to scroll down Yo the bolded background for the DDO. T don't think NE wrote these, although we
may have contributed bits as I recognize some from DC/NE's note E:____

SECRET :

Sub_je.ct: DBC talking Points for HPSCIL ‘Leadership on Issues
Surrounding| Leadership .and
Management B

- The Isaue:

--I wanted to notify you in persom of Elome poLentla}.ly very .
serious leadershlp lapses by my former| o |

and others | As soon as we '

realized tIE SCOPE OI UNE PLOUIBNST WS d quickly to implement
changes.

-~-Our findings are p'relimin'ary at this polnt but based on our

review of l'to date we have identified possibly
very sericUs SROYECOHINGE in 3 key areas:

{._..,...........-.___'— ORI __3

o Managerial and O‘VGI.‘Slght 1apses over r ‘J
administrative issues I '

— — —

o |

--I will keep you advised of the results of our investigation
into thesa isaues
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Bo tions Takan

B Senmor Qfficer Review Team. Extensive reviews by DC/NEl
]— in early December identified the management problems and
solut;.oma have _been and are being implemerited. He was assigted

by; with extensive operations

management experience who is now|

| Changed out L } Baséd on the initial
findings in December of the review team, I decided thel

. would not return| | DC/NE returned ]111
© January until the return) T T last week[ T

are also pulling back _

| B Procedores and Orgapizational Stucture: DC/NE[j;m_mEMMMWWW,J
L ]moved quickly to put a better management structure in

place and to ensure]
progedures. |__

e lin a short t:l_me. ;Ln an extremely dangerous peratlng

enviromment. [ ]

| |

L Jknew and followed important

R ] Acceountability Board: Immediately after learming of
potential problems with thel  in early Jan' (check date), I
f“‘caske:d ADDO/CI on 12 Jan to THAEIY an Accountability Bc:\a::'d(~ 1

— — |
- 1T §iracted the principal foous €O be
on the| jbut have asked them to identify

other leadership failings as well. I have asked for a preliminary
report by 12 February. '

Some Preliminary Issues We are Reviewing Related to thé Problem

-
-~ The Rumber of people| ;]grew very quickly
: without similar growth in structure and management. t T
’ [ |

SR SR |

1
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R _Wleadershlp was not experlenced enough to manage this
size operdtion as it grew together with such a complex playing
field in an extremely very dangerous environment

-- DO responded to misgsions we were given for which in some cases
our officers were not properly trained/experienced. (i.e.
jallers)

e Jofficers were very focused on collecting intel to
catch HVTs, find WD and prevent insurgent attacks which were
kllllng Amerlcans' that focus appears to have been at the expense
of appropriate attention te policies, management oversight, and
basic good ope management procedures.
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Subjecr: DDO TakkingPoinfsre_ |

Old TPsin[ ffor the hil o .
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et 7 _ | BRg ET/J:]

ﬁ‘:: ik ﬁ;‘ 01/27/04 11:49 AR To"[ —{
i ce .
?éii‘lt‘iéil E'H ‘ SUbjBC?: DHG Ta!ksng Polnts f“.’j } .

B

R ,

i_“_}vas Tollow up to your coordination on this here this morning, attached is an electronic copy for
you. So far DDO is still scheduled to see HPSCT and SSCT senior leadership late this afternoan,
assuming the weather does not cause cancellation, Plse advise if ofter further review there are any
additional points.you want to add---beyond teday this will serve as a backgrotnder for ODDO on this
issue which we will update as new info/clarifications develop, He also has the comprehensive

package you sent up including the various cables bC/NE sent in as well asi _[pummary of his
findings. Thanks again. for your quick review,

- bBO :ralking Points r }10:
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- «ook al the ‘Hard SBite* | Abu Ghradh

’ . SN

The abuse af Atk Ghraily ook plase a8 The "hard site,” . complex
vilyere veluable or viclent prisnnsrs were keptln |
buildicigs rather than s fike
minst of the defainess,

Nyt Pt PTG A i et F

B ML

ravings
are based
oy tilitary
diagrams from
2003 and 2004

arng sabelite
images of the
complax from 2002,
Labals idantify prison
configuration whan
ahtise ook placs.

Cafibiack whare ahuse goerred
The abuse is said 1o have
oootrred In Tier 1 of the “hard
site,” Each cell Is about 8 by 10
fout with & bunk bed, 2 hals i the
Hoor for & taklet and a tiny gpigot.
Most ave no ighls on the nside,

T8 Watation,
tue “high-isk
S Grjeils OF HoLik-

: kg
1A blillany ‘ Hetainees’
ntaflinencs holds S
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l 5 | —

111704 $58:53 PM
: cd

Subject: Discovery Requests impacting OlG documents

]

Ajthough | have now been in contact with the CiG agenis on-these cases regarding at least the existence
of this discovery requests, | wanted fo provide them to you as well so that you can he aware of the issues.

{1} Reguest from Navy JAG in Navy prosecution of seals involved in Al-Jamadi case. will provide
you with a copy of this reqguest but basically it requests four types of information (a) a complete copy of the '
OIG file on Al-Jamadi; {b) any documents in CIA’s possession on rules and guidance concerning detention :
and interrogation technique {¢) individuals to be made available for interviews in preparation for

hearings/courts marﬁaﬁ'j and (dY any studies or reports regarding the effects of detainee abuse on

insurgent activitie

As a preliminary matter, given the Joint CIG-Navy investigation on Al-damadi | think we will need to
provide access to the OIG file, As | understand it, is providing me all the interview
reporls from that file ahd the prosecutor is also going to send me a separate request for those
documenis. However, | will probably need to review the entire file 1o ensure we coniply with the

proseculor's request. We are considering how te respond the other requests noted
above. . )

{2} Reguest from Army JAG in iraql General prosecution of army individuals (1. Carson case). That
request is provided below. forwarded the request to me. 1think we need to know if there are any
completed reports of investigation on the followirig: (a) Detainee abus {b) Interrogation
procedureq (¢ Use ol land (d) MG Mowhosh. Also in géfieral the defense asks for "any
other file or TRCOF Kept by the agency relating to MG Mowhosh” which ! think would include the QIG file on
this case. Therefore, we probably need to review that file.

As we mentioned, we think these are only the beginning of the requests. If you wouid like to meet on
these issues, please et us know. '

Thank fouj

1Y - CIA Discovery.dec

5 ET//20291117
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We're looking fer any report of investigation condueted by the CIA or by an Agency invesiigating
ClA practices ihat covers: : , ‘

1. Detainee abuse

2. Interrogation procadure

3. Useof

4. MG Mowhas .

This should be construed broadly.

We're also fooking for any information maintained by the ClA on:

1. MG Mowhosh and his prospective vaius as a source of information ‘ .
2. MG Mowhosh and his medical condition, what was known by the Agency prior 1o his capture?
3. Any other file or record kept by the Agency relating o MG Mowhosh.

Thanks.
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FOR: Office of the General Ccunsaﬂ o
J-3 Detainee Affairs Division
Office of Detzines rA\,iI‘?ﬂTSme__" o

(8) Ths attached is 2 HODA request for a security review ofan
afficial statement. Speci .caiiy, the staterment refers 1o CIA
activities on pages 4, 15, and 17,

(U) Since this document will be introduoed during a4 27 Fab
i hearing and 11 March trial, retuest you provide 15 your review by
F 2S5 Fob. Plesse call me 3 _lifyou have any questions.

.

Classified by: D010 5310.36 e e
Redsune 1.5 (u}, {0}

Declassify on: | Pebruary 3037

DOC 250
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FROM: Defense Sensitive Support. Achvj}:y A .
Special Advisory Steff! L W )

SLibjﬁ!C’ Reqguesy for Security Review (‘;Xw 0(0153') “_ 7
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UNCLASSIFIED//BTOQ DOC 195

10/24/03 08126 AM To;

o
Subjsctt 2nd Tranche of Doouments re: Dotainegas from DEC at :]

| heve not ver caught up on my lotus notes s6 | don’t know whether you slready have the note
below. The first document is 3 gat of interrogation guideimss approved by Gensrsl Sanchez and
apparently drefted by or approved by | tha sanior CENTCOM attorney in lraq. The
senior CENTCOM attorneys in Tampa, lalso approved the document.
Yaesterday, tha General Counsel obtained DOJ's verbai concurrence for the CENTCOM document,

<eenns Forwarded by l::::}on 10/24/08 0§:22 AM -ene-

Office:

10/22/03 04:03 PM . To: John A, Rizze@DCI

sot Scott W. Mullsr@DCl,l . l ‘
Subject: 2nd Tranche of Doburdw v m DEC aﬂ::

The first doe below is the Oct 12 document for.DOJ
~e Forwarded by | lon 10/22/03 04:02 PM -

officel . ]

22 October 2003 To:

oet

‘ 0008138
UNCLASSIFLED/#ATT0- _ L fo,/
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. o UNCLASSIFIED/ /K166

subjeet: 2nd Tranche of Dotuments ra: Detainses from DEC =i

Refarencs: . '
A couple more dosumanta for you below..,
Orlginal Text of
Orlginel Text of

NOTE FOR:
- FROM:
- OFFICE: TC-COMMO-OFFICER
DATE: 10/22/2008 01:04:458 PM

SUBJECT: floppy docs

Intetronelion and Counter-Resistanos Policy |

o

Sent on 22 October 2008 at 01:04:45 pM

.

0008139

LSS TIED/ /A L2282
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DCI ACTION CENTER.
ROUTING SLIP
"ACTION| INFO ﬂ ‘ ACTION| INFO
1 | DCIA N X 12 1 . |
> [ ODDCIA X Wz |
3| EXDIR ‘ E-COPY{ 14
4 DI ' TE-COPYY| 15
5 Do _ ‘ E-COPYY 16
3 St TECOPY || 17
_ l =
7 B T TE<COPY)| 18
8 [OCA E-COPY 16
IRGEE TE-COPY I 20
10 |16 E-COPY | 210 ) o
KE ' N 22 |DAG r

e et et St % w8 e e

SUSPENSE DATE: 4 Novembei 2005
DOCUMENT NO: DAC-04037-05
Action Officer

COORDINATIONROUTING:

0lG to respond as approptiate in coordlnatibn‘ with OCA,'

SUMMARY:

24 October 2008 lotter to ClA, IG5, from, Sen»at’or Levin, Ranking Membeér SASC, requesting IG report on its
Investigation of CIA personnel involvement in abuse’of detainees.

Date of Document: 240ciober 2005
Received In DAC: 28 October 2005

PO-BOARD 07310 1609 P 05

UNCLASSIFIED
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* * COMMITTEE ON ARMED SERVICES * *

FAX COVER SHEET
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TO: JNE . TOHA Hs L.csescn) FAX NUMBER: 3~ ¢pz -4 72
o ME. ST (R5KaLIT2- | PHONE NUMBER:
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THIS TRANSMISSION CONSISTS OF

Committee 0on Armed Services

LUinited Statey Senate _~§: PAGES,

Room 228 Ryssell Senate Office Building

Washington, D.C. 20510-6050 INCLUDING THIS COVER SHEET

PHONE NUMBER; 202-224- 7553

e e
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- CHARLES B. ABELL, STAFF DRECTON
AICHARD [, DEBCAER, DEMOLRATH GTARH DMECTON

JOHK WARNER. VIRGINUL, CHAIFMAN
JEIHN MCT AN, ARZONA . CARL LEVIN, MIEHIGAN
AABES M. INHOFE, DKLAHOMA EDWAAD b KENNEDY, MABBACHUKETTE
FAT POKETE, KANGAS ACBERT ¢, BYRL, WERT VIRGINA
JEFF HROBIONE, ALARAMA, JOSEPH L LIETERMAN, CONNLCTICUT
BLIGAN M, COULING, MAINE TACE REED, BMODE [BLANG .
) ENEIGN, NEVADA BANGEL K. AICAKA, HAWAN
MEEEL, peimas nited States Senate
SRR e Doma
ABETH UOLE, NDATH CAHOUNA EVAN EAYH, INDIANA COMMITTEE ON AR
DI CORNYH, TEXAS RILLARTY BGDtas CLINTON, NEW YORK M N ARMED SERVICES
JOIHN THUNE, GQLITH BARGTA WASHINGTON, DC 205106050

October 24, 2005

Mr. John Helgerson

Office of the Inspector General
Central Intelligence Agency
2X30 NHB

Washington, DC 20505

Dear Mr. Helgerson:

Congress and the public have yet to receive an accounting of the role Central .
Intelligence Agency (CIA) personnel have played in the mistreatment of detainees in U.S.
custody in Afghanistan, Iraq, Guantanamo Bay and elsewhere. Irequest that the Office of
Inspector General report on its efforts 1o assess the responsibility of the CIA and its
personnel for alleged abuses of detainees.

Senators have sought information on & number of occasions gbout the CIA’s role
in alleged detainee gbuses and the steps the CIA has teken to investigate these allegations.
For example, in February of this year, I asked Director of Central Intelligence (DCI) Goss
about the Inspector General’s efforts to look into incidents of detainee abuse involving
CIA personnel, At that time, DCI Goss was unable to say when the Inspector General
would be completing his review of abuse allegations. More recently, Senator Reed asked
Secretary of Defense Rumsfeld at a Senate Armed Services Committee hearing on
September 29, 2005, for any information he might have regarding the status of the CIA
Inspector General’s investigation into the “ghost detainee” matter. Secretary Rumsfeld
testified that he had no information about that CIA investigation.

The nearly a dozen reviews conducted by the Department of Defense have shed
little light on how CIA personnel may have contributed to detainee abuse. On September
9, 2004, Generals Kem and Fay testified 1o the Senate Armed Services Committee that, in
meetings with the CIA’s Inspector General, the CIA denied their request for information
relating to detainee abuses, but that the CIA Inspector General agreed to conduct his own
investigation. The Schlesinger Panel report states that it “did not have full access to
information involving the role of the Central Intelligence Agency in detention operations™
and recommended further investigation and review. The Church report states that the
CIA’s cooperation with his investigation was limited to providing “information only on
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activities it Iraq.” The lack of CIA cooperation with the investigations to date has left
significant omissions in the record.

General Kern also testified in September 2004 that both the Defense Department
Inspector General and the CIA Inspector General had undertaken an investigation into
“shost detainee” pulicy, whercby detainees were held unregistered and hidden from
monitoring by the International Committee of the Red Cross (ICRC). To date, the
Committee has received no information on the progress of either of these investigations,
There have also been press reports of numerous covert CIA-operated detention facilities
where detainees are being held incommunicado and outside ICRC monitoring,

Public reports indicate that CIA personnel were involved in numerous abuse
incidents, including several involving detainee deaths;

v Manadel Al Jamadi died on November 4, 2003, while under CIA interrogation in a
shower stall in Tier 1B of the Abu Ghraib detention facility in Baghdad. Atthe
time of the report of Major General George Fay on the role of military intelligence
in the Abu Ghraib gbuses, the incident remained under CIA investigation.

o Iragi Major General Abed Hamed Mowhoush died on November 26, 2003 at the
Al Qaim facility, While General Mowhoush appears to have died from suffocation
during an interrogation by military intelligence personnel after being stuffed head-
first in a sleeping bag, according fo news reports a classified Army report found
that “the circumstances surrounding the death are further complicated due to
Mowhoush being interrogated and reportedly beaten by members of 2 Special
Forces team and other government agency (OGA) employees two days earlier.”
Your office reportedly initiated an mvestzgat:on of at least one CIA operatwe in
connection with this incident. '

. Abdul Wali died on June 21, 2003 near Asadabad, Afghanistan, after being
interrogated for two days by a ClA contractor, David Passaro, who punched,
kicked and hit Wali with a large flashlight, The CIA referred the case to the

 Department of Justice, which has brought eriminal charpes in connection with this
death,

» Iraqi Lt. Col. Abdul Jaleel died an January 9, 2004 at Forward Operating Base
(FOB) Rifles, Al Asad, Iraq. Jaleel was reportedly beaten during interrogation by
special operations forces, and died later after being tied to the top of his cell door
and gagged. A detainee autopsy summary released under a FOIA request lists an
early January 2004 death of a detainee at FOB Rifles as a homicide by “blunt force

2.
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injuries & asphyxia.” News reports indicate possible invelvement of CIA
personnel in this incident.

. According to news reporis, an Afghan detainee died of “hypothermia” in
November 2002 after a CIA case officer ordered the detainee to be stripped naked,
chained to the floor, and left overnight in an abandoned warehouse known as the
Salt Pit. The Salt Pit case was reporiedly under investigation by your office.

Finally, the CIA has failed to respond to allegations that the Agency is engaging in
a policy of rendition, reportedly resulting in dozens of individuals being secretly
transferred for interrogation to foreign countries, including countries with a track record
of engaping in torture. An FBI document recently released by the Justice Department
suggests that military intelligence at Guantanamo may also have been considering the use
of rendition as part of interrogation plans for resistant detainees. The document, entitled
“Legal Analysis of [nterrogation Techniques™ and dated November 27, 2002, includes
among the categories of “coercive interrogation techniques™ under consideration at
Guantanamo the following:

“Category IV—

1. Detainee will be sent off GTMO, either temporarlly or
permanently, to Jordan, Egypt, or another third country to allow these
countries to employ interrogation techniques that w:II enable them to obtain
the requisite information,”

The report of Genemls Schmidt and Furlow on their investigation of FBI allegations of
detainee abuse at Guantanamo failed to address the question of whether U.S, officials at
Guantanamo were engaging in or threatening the rendition of detainees as an
interrogation technique,

The American people need answers. It is insufficient to say that the Chairman and
- Vice Chairman of the congressional oversight committec have been briefed on these
matters. There must be a forthright accounting of both the CLA’s involvement in the
treatment of detainees and what steps the CIA has taken to address the policies and
practices that may have contributed to alleged detaince abuse.

I request that you provide answers to the following questions:

o Have you completed your investigation into the “ghost detainee” policy referred to
by General Kern in his testimony before the Committee? If so, what were the
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findings of your investigation? Have you cooperated with the DoD Inspector
Genera! in his investigation into the “ghost detainee” policy?

° How many cases of alieged detainee abuse have you investigaied? Have you
completed your review of these cases? Ifnot, what is the timeline for completing
the review of these cases?

¢ How many cases of detainee abuse involving CIA personnel have been referred to
the Justicé Department for their review? How many CIA operatives have been
named in the cases referred to the Justice Department? To what office within the
Justice Department have these cases been referred? How many of these cases does
the Justice Department pian to prosecute?

° Is the CIA cooperating fully with the Army's mvest:gat;ons into the alleg=tions
© " raised by Army Capiain Ian Pishback and two non-commissioned officers of
having witnessed and heard about detainee abuse in Afghanistan and Iraqg,
including abuse carried out by Other Government Agency, 1.¢., CIA, personnel?

. Have you investigated cases of individuals alleged to have been subjected to
. rendition, resulting in their being transferred to foreign countries for interrogation?
If so, did you find any case in which these fransfers resulted in detainess being
subjected to {reatment that violated U.S. obligations under the Convention Agamst
Torture and Cruel, Inhuman, or Degrading Treatment or Punishment?

’ Did the CIA receive any requests for information from Generals Schmidt or
Furlow in connection with their investigation into FBI allegations of detainee
abuse at Guantanameo Bay, and if so, was the requested information provided?
Have you looked into whether CIA persormel at Guantanamo Bay used rendition
or the threat of rendition as an interrogation technique or cooperated with mllltary
intelligence in their doing so?

I look forward to receiving your responses. Should you have any questibﬁé, please
have your staff contact Bill Monahan of my staff at (202) 224-9353,

Carl Levin
Ranking Member

4




t).5. Department of Justice DOC 75
Office of Legal Counsel

Office of the Assistant Attormney General Washingren, D.C. 20530

August 26, 2004

John A Rizzo, Esq.

Acting General Counsel
Central Intelligence Agency
Washington, D.C. 20505

Dear John:

NE) You have asked our advice regarding whether the use of four
particular mtarrogatlon techniques (di ulation, nudity, water dousing, and abdorminal

siaps}) in the ongoing interrogation off ould violate any United States statute
(including 18 U.8,C, § 2340A), the U ates Constitution, or any treaty obligation of the
United States, We understand that a high-value al Qaeda operative who is belisved to
possess information concerning an 1 nt terrorist threat to the United States. This letter
confirmus our advice that the use of ikese techniques utside territory subject to United
States jurisdiction would not violate any of these provisions. We will supply, at a later date, an
opinion that explains the basis for this conclusion, Our advice is based on, and limited by, the
following conditions:

he use of these techniques will conform to: (i) the representations made
letters io-me of July 30, 2004 (and attachment) and August 25, 2004; arid (if} the
representations made by CIA officials, including representatives of the Office of Medical
Sexvices, during our August 13, 2004 meeting, Based on that meeting, we vnderstand that
ambient air temperature is the most important determinate for hypothermia in water dousing.
Additionally, we were informsd that the Agency has based the safety marging set forth in ifs
water dousing procedures on experience with actual extended submersion in water of comparable
temperature. Thus, although water as celd as 41 degrees may be used for short periods of time,
in view of these factors and the comparatively small amount of water used, especially compared
to submersion, we were advised that the dousing technique as i will be employed poses virtually
no risk of hypothermia or any other serious medical condition. We were further advised that the
dousing technique is designed to get the defainee’s attention and it is not intended to cause, and
does not cause, any appreciable pain.

2, There is no material change in the medical and psychological fzcts and assessments for
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techmiques as you p!an to eraploy them on

3. Medical officers will be present fo observ
abdorminal slaps are used and will closely monitor him while he is subject to dietary manipulation
(in addition to the normal monitoring of him throughout his detenti ensure that ke does not
sustain any physical or mental harm. This inchides making sure tha an sustain a normal
body temperature after dousing and that his intake of fluids and mutrition are adequate,

4, We understand the statements i ugust 23, 2004, letter that the
measures are “designed .., to weake ty and mental desite to resist
inferrogation over the long run” (Letter at.3), and that “water dousing sessions, In conjunction
with sleep deprivation, facilitates in weakening a detainee’s ability and motivation fo resist
interrogations™ (Letter at 4), to be consistent with the prior representations we have received —
ie., these techniques are not physically painful and are not intended to, or expecied to, cause any
physical or psychological harm. Rather, they are mlended to reduc esire to continue to
engage in the counter-interrogation techniques he has been utilizing to date, Indeed, you
consider these four techniques to be “more subtle” than sore of the interrogation measures used
to date (Letter at 3.) |

4 ). We express no opinion on any other uses of these techniques,
nor do we address any techniques other than these four or any conditions under whic

other detajnees are held. Furthermore, this letter does not constitute the Department o
policy approval for use of the techniques in this or any other case.

tice’s

Singerely,
Daniel Levin

Acting Assistant Attorney General




DOC 78

U.S. Department of Justice

Office of Legal Counsel

.
TOP SECRET

Office of the Assistant Attorney Generul Washingron, D.C. 20530

August 6, 2004

John A. Rizzo, Esq.

Acting General Counsel
Central Intelligence Agency
Washington, D.C. 20505

Dear John:

W This letter will confirm our advice that, although it is a close and
difficult question, the use of the waterboard technique in the contemplated interrogation of
outside territory subject to Usnited States jurisdiction would not violate any United States .
statute, including 18 U.S.C. § 2340A, nor would it violate the United States Constitution or any
treaty obligation of the United States. We will supply, at a later date, an opinion that explains the
basis for this conclusion. Our advice is based on, and limited by, the following conditions:

1. The use of the technique will conform to the description attached to your letter to me of
August 2, 2004 (“Rizzo Leiter”),

2. A physician and psychologist will approve the use of the technique before each session, will
be present throughout the session, and will have authority to stop the use of the technique at any
time.

3. There is no material change in the medical and psychological facts and assessments set out in
the attachment to your August 2 letter, including that there are no medica ychological
contraindications to the use of the technique as you plan to employ it o

4, The technique will be used in no more than two sessions, of two hours each, per day. On each
day, the total time of the applications of the technique will not exceed 20 minutes. The period
over which the technique is used will not extend longer than 30 days, and the technique will not
be used on more than 15 days in this period. These limits are consistent with the Memorandum
for John A. Rizzo, Acting General Counsel, Central Intelligence Agency, from Jay S, Bybee,
Assistant Attorney General, Re: Interrogation of al Qaeda Operative (Aug. 1, 2002}, and with
the previous uses of the technique, as they have been described to us. As we understand the
facts, the detainees previously subjected to the technique “are 1 good physiclogical and
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psychological health,” see Rizzo Letter at 2, and they have not described the technique as
physically painful. This understanding of the facts is material to our conclusion that the
technique, as limited in accordance with this letter, would not violate any statute of the United
States.

; .-.7\ We express no opinion on any other uses of the technique, nor do we
address any techmqucs other than the waterboard or any conditions under whichiZg other
detainees-are held. Furthermore, this letter does not constitute the Department of Justice’s policy
approval for use of the technique in this or any other case.

Sincerely,

2

Danisl B, Levin
Acting Assistant Attorney General
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U.S. Department of Justice

Office of Legal Connsel

—
TOP SECRET,

Office of the Assistant Attomey Genera] Washingron, D.C. 20530

August 6, 2004

John AL Rizzo, Esq.

Acting General Coungel
Central Intelligence Agency
Washington, D.C. 20505

Dear Johm:

§INE) This letter will confirm our advice that, although it is a close and
use of the waterboard technique in the contemplated interrogation of
jidiloutside terrifory subject to United States jurisdiction would not violate any United States ™.

statute, including 18 U.S.C, § 2340A, nor would it violate the United States Constitution or any
treaty obligation of the United States. We will supply, at a later date, an opinion that explains the
basis for this conclusion. Our advice is based on, and limited by, the following conditions:

1. The use of the technique will conform to the description attached to your letter to me of
August 2, 2004 (*Rizzo Letter™).

2, A physician and psychologist will approve the use of the technique before each session, wilt
be present throughout the session, and will have authority to stop the use of the technigue at any
time,

3. There is no material change in the medical and psychological facts and assessments set out in
the attachment to your August 2 letter, including that there are no medical or psychological
contraindications to the use of the technique as you plan to employ it onf

4, The technique will be vsed in no more than two sessions, of two hours each, per day. On each
day, the total time of the applications of the technique will not exceed 20 minutes. The period
over which the technique is used will not extend longer than 30 days, and the technique will not
be used on more than 15 days in this period. These limits are consistent with the Memorandum
for John A. Rizzo, Acting General Counsel, Central Intelligence Agency, fom Jay S, Bybee,
Assistant Attorney General, Re: [nterrogation of al Qaeda Operative (Aug. 1, 2002), and with
the previous uses of the technique, as they have been described to us. As we understand the
facts, the detainees previously subjected to the technique “are in good physiological and

TOP “MR




m YNOFORNMVYR

psychelogical health,” see Rizzo Letter at 2, and they have not described the technique as
physically painfil. This understanding of the facts is material to our conclusion that the
technique, as limited in accordance with this letter, would not viclate any statute of the United
States,

(s NR) We express no opinion on any other uses of the technique, nor do we
address any tec other than the waterboard or any conditions under whichfgldor other
detainees-are held. Furthermore, this letter does not constitute the Department of Justice’s policy
approval for use of the technique in this or any ofher case,

Sincerely,

2

Danjel B. Levin
Acting Assistant Attorney General
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V.S, Department of Justice

Office of Legal Counsel

Office of the Assistant Atiorney General Washington, D.C. 20530

September 6, 2004

John A. Rizzo, Esq.

Acting General Counsel
Central Intelligence Agency
Washington, D.C. 20505

Dear John:

particular in errogan n techmques (attention grasp, walling, facial hold factai slap (msult slap)
cramped confinement, wall standing, stress positions, sleep depri
nudity, water dousing, and abdominal slap) in the interrogation o n
violate any United States statute (including 18 U.S.C. § 23404),

States Constifution,
: fis an al- Qa’ida
operative who “is believed to be involved in the operational planning of an al-Qa’ida attack or
attacks to take place ig the I mited States prior to the November elections.” September 5, 2004

.of these provisions. Ve will supply, at a later date, an opinion that explains the basis for this
conclusion. Our advice is based on, and limited by, the following conditions:

1. The use of these techniques will conform to all representations previously made to, ﬁs,
including those listed in my August 26, 2004 letter to you.

2. The medical and psychological facts and assessments forf
no medical or psychological contraindications to the use of any of these techmques as you plan to
erploy them.

3. Medical officers will be present to observ ,
are applied and will closely monitor hima while he is subjec o sleep deprivation or dietary
manipulation, in addition to the normal monitoring of him throughout his detention, to ensure that
he does not sustain any physical or mental harm.

b



: We express no opinion on any other uses of thcse techniques,
nor do we address any other techniques or any conditions under whichj jor other detainees
are held. Furthermore, this letter does not constitute the Department of Justice’s policy approval
for use of the techniques in this or any other case.

Sincerely,

Damel Levin
Acting Assistant Attorney General
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o reslized that s followsop attack in-the Unitad-States would bediffivulr
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Khalid Bhaykh Muhammad: Presminent .
Source On Al-Qa'ida (BUNT}

Sirea hig March 2003 capture, Khalid Sheykh Muhammad (KSM), the
driving farce behind the 11 September attacks ux well as several
subsequent plots sgainst US and Wagtera targets worldwide, has
become one of the US Go f's key sources on'el-Qa‘ida, Asa
detainee, he has provided eports that have shed Hpht on
al-Qa‘ida’s strategic doctrine, plots and probeble targels, key operatives,
ang the Iikely methads for attacks in the US homeland, leading to the
disruption of several plots against the United States,

» Information from KSM has not only dramatically expanded our universe
of knowledge on 4l-Qa'ida’s plots but im provided leads that apsisted
direetly in the lslamiya
leader Hambali

KSM stesndiastly maintaing that his overriding priority was to strike
the United States but says that immedistely after 11 Scprember he

becsuse of new security messures, As & result, XSM's plota against the

US homeland from late 2001 were opportunistic angd limited, including &
plot to fly & hijacked plane into the wilest building on the US West Coast
and & plan to send ¥l-Qa‘ida operative and UR eltizen J sat off
bombs in higheriss spartment buildings in a US sity, (§

o CTA asespses that KSM has revealed st least the brosd outlines of the
set of terrorist attacks upon which he and his Hentenants focused
frem about 1999 until his detontivi four years later. We fudge that
KSM hns been gonerally accurate because his information tends to

" be consiztent, and much of it has been corrghorated by fellow
detainees and other reporting. (3/8 1y
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Rhalid Shaykh Mubammad:
Preeminent Seurce On Al-Qs'ide

By

What KSM Has Told Us (SUNT

Khalid Shaykh '
Mubammad (KEM), the
driving force bebind the
11 September attatks ag
well 82 geveral
subsequent plots againgt
US and Wettern texgets
warldwide, hay become,
slnce bla capiure In
March 23003, a key
Intilligencs souree for
the U§ Government on
akQuida’s plots and
penonﬂiﬁe& Debneﬁugx wines s dotarition have
reports that Bave shed light on the

NoEGRITATR

It will take yuare to determine definitively alf the

- ploumwhthEMwiava&da'ndofWhichhﬁ

whaa gware, but our extensive debriefings of various
KSM Heutensnts since sarly 2003 suggest that he has
divulged at leust the troad cutlines of his ngterork's
most significent plots againat the United States and
sleawhere in his role ag al-Qa'ida’s chief of
operations cutside Afghanistan:

a Srriking the United Searar, Despite KSM'e
essertion that & powt=1 | September attack 1 the
United States would be difficitht becaise of morg
stringent security meoanues, he hes sdmitted o
batching & plotin lete 2001 to use Jmﬁ!;!;hma

Inopermveammhahljwbtiw to

o tha U8 West Coast-From-late

-ayahﬂlﬁﬁ”ﬂm and Jocstion of

al-Qa‘ida aperatives, and affilinted torroviat

crganizations and networks, He hus provided

information on al«Qa‘ide’s sategie doctrine,

probable targets, the tmpast of striking each target

usat, and liealy muthods cfumks inside the United
fales.

s K8M has sizo provided in considereble detail the
traity and profiles that a1-Qa'ida soughtin
operatives sfier the 11 §

» In addition, KSM has given vy ingight inta how
#l-Qua'lde might conduct xu:ve:lhnoe of potestial
targets in the United States, how it mig
targets,

2001 unt} emrly 2003, X8M also conceived several
low-lve] plots, !nr.iadbig an egrly 2002 plan to
send 2}-Qatlde openative snd US citizen Jose
Padilla t0 set off bomba in high-rise apsrtuent
buildings in an unspecified mafor US city aod an
early 2003 plot ta employ & ngtwork of
Pakigtanis-~instuding Tymen Faris and Majid
Khane-to target gae stations, railrosd teacks, end
the Brooklyn Bridge in New York, KSM has also
spoken at length sbowt operative Ja'fhr al-Tayyar,
adruitting that al-Qa'ida had tasked al-Tayysr o
cage spesifio tirgeta in Now Yok City i 2001,

o dttacky n 45ia, Evrops, the Middle East. During
2000-2001, KSM plotted attacks againet US and
other targets {n Southetst Asix using al-Qa'ids and
I operatives, but efier the [ Beptember attacks b
slaims that be h:?oalngaﬁndﬂmm wa
resource for his plots sgalnet targets in Berope and




Using K§M To Implicate
Sufant in CERN Plotting |
oI

+ In response to questions ebout al-Qa‘ida's
cfforts to scquine WD, KSM revealed ha bad
met three individuals involved In ol-Qatida's
progrem to produce anthrax. He appeary o
have caloulsted, incortéetly, that we had this
information akesdy, given that one of the
threg~—Yaid Sufsat—had been in foreign
custody for several months before KSM's arest
for unrelsted tarkatist activity.

© Whai qonﬁ-onted withi e Iiformation provided
by BAM, Yazid, whe hid access to fresp
repor‘é ehmfpi‘a kel of KEM's edpture,
, wiger Fowuse he fgursd W KM, g
%vegmlty Yazid aimitted

nmswm ni ﬂ;e n?z:tm;; pmgnzm

the United Stataz. K8M took & robust ole in
diresting and asslsting operations during 2002 and
sarly 2003, including overseeing the Heathrow Plot,
providing money v Hambeli for tertorist plats in
Bast Asla, end mwuqmg attacks againit US

raegets in Saud] Arabis,’ Ho hax algo revealed
detatls of the a}-Qa'lda bombing of the Djetba
synagogue in Tunisia in April 2002 and his rolein
this stiack.

» Hstortesl Pinfe, KSM hug been ons of the primary
svureea on understznding how the 11 Septembar
attacks were conseived, plannad, and sxecyted.
While KSM was the manager of the 11 Septembar
plot, he olaims to sk knowledge of many aspocts
of the attack’s plnning sud execution beosuse Bin
Ladin and his decsased deguty Mubammad ‘At{
plnyedsksymlatnthnmlzatmofaparm and
Rammei Bin al-Shibh, ot KM, was in direot contuct
with the 1] September hijackers once they were In
the United Stutes, KAM slso bus provided » fair
amount of detxil on the 1994-95 “Bojinka”
plot~wformulated along with his neghew Rims!
Yousef-in which they consplred to explode In
midsir & doven UB-fiapped airliners ovar the Paclfic

' RSM haa not sdmitzd bo & role In the bombing by I
operatives of nightclubs in BeH in Oobober 2002;
Hmhhdammwhsﬁnmedtﬁmbmbmgﬂ&nm
funding provided by KSM for shiacks i genarel in
Southeast Agis.
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KSM's Rolodex A Boon For Operations (WNE)

KSM's decadeslong ehreey wy & tervoriat, during
which he met with & broad vange of Ilamic
extremists from arcund the world, hes fnade bim s
key source of imformation on mumerous af-Qa'ids
operatives and other mujehidin, He has provided
intelligence fhat has lad divectly to the oxpture of
speratives o feghad out otr understanding of the
sctiviting of | detainees, which in turn

assigted in the debriefings of these individuals,

Similerly, infarmation that KSM
provided to ug an Mziid Khay n
the epring of 2003 was the crucial
first link in the chain that led us to
81— the capture of [rominEnr 1 IEEEE (9
¥ | and abQu'lds sssociste Humbalt
inAugust 2003 ond mare than o
dozen Southeast Axian opereives
glated for atiacks agwingt the US
bomeland, KSM told ui about Khen's role in
delivering $50,000 (n Deoembar 2002 to aperatives
amo!utedwﬁhﬂambﬂx.

« In an exxmple of how {nformation fom one
datairiee can be used in debriefing apother detalnee
in & “uliding-biock” prvcess, Khan—who hed
been detsined in Pakistan in esrly 2003—wis
confronted with KSM's information sbout the
morey and soknowisdged thet he dellvered the
mozey to an operative named “Zubair,” Khan also
provided Zubalr's physical description and cantact
number, Based on that Information, Zubair was
captured in June 2003,

" Durmgdebﬁeﬁnm,ubwrwaledﬂm}mwwmi

matien Zudair pravided by Zubair tof
larrest Hambali.

s Next, KS8M—swhan explicitly queried on the
izsus-—idantifind Hembali's brother, *Abd al-Had
5 : to Hambs

¢ Bringing the stoty ful ¢irele, ‘Abd al-Hadi
identified & cell of 71 oparstives—some of them
pilots—sham Hambell had sont tg Karschi for
pmd'bln al-Qa‘lds operations. When conftonted
with his brother’s revelations, Haobali sdmitted
that ha was grooming mwth of the cell for US
opurations—st tie delest of KSM-—~probably ze
part of KEM'1 plot o fly hijecked plenes into the
0 il au  the US Weat Const.
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tiamiony Rgaingt the United Statos after
113?3?1:@—-&3 conzistant with or
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@ Shertly sfier his
ooty s b captur, KSM probatly s
Heathrow

limited information on the
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Appendiz: Blopraphy of Khalid
Shaykh Muhetimad (KSM) (U)

KhaHdShaykhMuhammsd(KBbDwubomm
24 April 1965; bis futher, 2 eleric who diad in
1968, moved to Kuwait slong with other Balushi
rclaﬁvesﬁrm_utmninthel%{}sandwlyl%ﬁa,
when large numbers of migrants traveled to the
Gulf region from soross the Muslim Wald to take
advmem of the ail boom, Ina!cugﬂ:ii‘
autodiographical statoment rsde xfinr capture,
KSM notod that he hud 8 robellious streak fom
childhood; he olaimed that in grade school, he and
his nephew, World Trade Conter homber Remsd
Yoused, tore down the Kuwaitl fiag from their
tehool, He also stated that he jolned the Mushim
erkmhoodummaemanexprwinnofhis
defirnoe against the secular world he saw sround
him,

+ In addition to Ramzi Yougef, another five
rolatives of KM are tertorinats, the monr notable
of whotn are nephew *All ‘Abd al-Aziz ‘Al '
(e.ka ‘Aromsr), & ke i

11 September attacks

E3M's limited and negative eXperiences in the
United States—which included 8 brief juil stay
becanse of unpaid bille-—almost certainly helped
propel him on kis path to become s temorist, KM
¥tatod in his jrilhouse autobiography that white
attanding North Caroling AT Stats University, he
focuzsd on his studles and aszocinted primarily
-wﬁhkuowhlanht!mdm&nmthQMBm

He stated thet his contucts with Americens, while
e i}, Gonfirmed bis view-thet the-United-States
was ¢ debsuched axd rasist country,

o After graduating from A&T in 1986 with s
dsgree in mechenes] enginearing, KSM said
that be traveled to Afghanistan to participate in
the fighting egaingt the Sovist Army there. He
stated that most of his time s Afghanistan
during this period wes

1K

KSM also hag identified the terrorist activitics of
his nephow Ramad Youref, slong with his anger at
the US Gavernment's support of Larest, as playing
2 pivotal role iz his deciston to engage in terrorism
against the United States. In 1992, K8M Eays he
provided sbout §1,000 to help fund Yousof's
hombing of the World Trade Center, adding that
he was impressed by the ease with which hig
nephow wag abls o operste in the United States,




He then joined Yousef in the Philippines in 1994
s plez ths “Bojlnke” plot—the sinulitensous
bembings of & dozen US-flagged commerclal
alrlinem over the Pagific. .

s After the Bojinks plot wes digrupted and Yousef
was caught in eerly 1995, KIM esceped but was
subsequently indicted in the United States for his

tole [n the plot and went {nfo hiding.

While prepuring the Bojinka plet, Yousst and
KSM alna digeugsed the 1des of Wting planes ay
misailex to steike tarpets in the United States,
ineluding the White Houss snd the Central
Intelligence Agency, KSM says that, in 1556, he

al-Qa'{de’s Media Commitiee and oversaw
offorts during 2000-2001 fo work with Bast
Asinn, Jeriush Dilariya (JT) operativds fo launch
tervorist nuacks In Souhzast Asie sgaingt U8 and
Israeli targets,

o X8M has stated thet he inteationally did ot
swear bay ‘ah (i pledge of loyalty) to Bin Ladln -

exponged tho ided of vaing planes o misalieg by Ui afie Septumber 2001 g0 that ho ocul have

concetving of A BIET 6T Rijseking ten airliners to
strike simultangs both coasts of the
United States, (B )

KSM traveled to Afghanistart in the mid-1990s to
gain the suppart of Usgma Bin Ladin snd therehy
hopefislly obtatn the resources nesedsary to realizs
the operation. The al-Qu'ide leader nt firet
demurred but chinged hia mind {n late 1959 and
provided KSM operatives and fonding fora
scaled-down vergion of his hijecking operation,
This planoing wultninated in the 11 Scpimenbor

» Before September 2001, KSM wag neitwr a
formal member of al-Qa‘ida nor & member of ity
teaderehip council, but in eddition t mansging

- the || Septamber aperstion, he headod

ignored s decheion by WEELQE e lesdenhip 0

¢sneel the 11 Soptember attacks,
v

Aftet late 2001, the eollapse of the Teliban regime,
the dispereal of wl-Qa'ida’s leadsrship, acd the

. prégtige assovinted with enginesring the

11 September asthc'es voynbined to propel K8M
into the role of operationd chief for «I-Qe'ida
around the world,

& KSM sfuted thet he had plarmed 2 gocond wave
of hijacking sttsccs even befors Septembver 2001
but ehifted his gim from the United States to the
United Kingdom because of the United Statas’
post-11 September sacurity postume and the
British Governrnent’s firong support for
Washington'e globsl war an tror.,
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¢ In additio w attempting to prepars this so-called * Although he was regponsible for operational

“Heathrow Plot™—in which he planned 6o ha plotting, KSM stated that during magt of 2002,
multiple aireraft attack Heathpove Afrpott aid he spent coniderabie tims managing the

other targets in the United Kingdom-~X3M sl1a movement and housing of operatives and their
frunohed & number of plots sgeingt the United fumilles from Afghanistan t Pekigtas and then

Stzing, onwerds to the Middle Kagt, (Simey










Key Findings (U)

Detainee Reporting Pivotal for the War
Against Al-Qa‘ida (S//DF)

Since 11 September 2001, detainee reporting has become a crucial pillar of
US counterterrorism efforts, aiding intelligence and law enforcement
operations to capture additional terronists, helping to thwart terrorist plots,
and advancing our analysis of the al-Qa‘ida terget. In addition, detainees
have been able to clarify and provide context for information collected
from other sources; they also have provided unique insights into different
aspects of the terrorist organization, including its Ieadership

Detainees have given us a wealth of usefi nformation on

al-Qa‘ida members and associates; in fact, detainees have played some
rol

i 20 nearly every ¢apture of al-Qa‘ida members and
associates since 2002, including helping us unravel most of the network

assomatcdw1th*§he*nowdetamed -H-SeptembermastermindKhalid-Shaykh
Muhammad (KSM). KSM provided information that set the stage for the
detention of Hambali, lead contact of Jemaah Islamiya (JI) to al-Qa‘ida,
and most of his network.

» Detainee information was also key to wrappi

h import
al-Qa‘ida members and associates as

ose Padilla and [yman Faris.

One of the gains to detaining the additional terrorists has been the
thwarting of a number of al-Qa‘ida operations in the United States and
overseas. Jose Padilla was detained as he was arriving in Chicago with
plans to mount an attack. Similarly, Walid Bin ‘Aftash {a.k.a. Khallad)
was captured on the verge of mounting attacks against the US Consulate in
Karachi, Westerners at the Karachi Airport, and Western housing areas.

ASHNT)

Since 11 September, the capture and debriefing of detainees also has
transformed our understanding of al-Qa‘ida and affiliated terrorist groups,
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providing increased avenues for sophisticated analysis. Before the capture
of Abu Zubaydah in March 2002,

ubaydah provided details about al-Qa‘ida’s organizational structure, key
operatives, and modus operandi. It also was Abu Zubaydah, early in his
detention, who identified KSM as the mastermind of the 11 September
attacks.

o In the nearly four years since 11 Septcmber 2001, successive detainees
have helped US gauge our progress mn the fight agamst aI Qa’ Jda by

Despite the unquestionable utility of detainee reporting, uncorroborated
information from detainees must be regarded with some degree of
suspicion. Detainees have been known to pass incomplete or intentionally
misleading information; moreover, we h h

has information that he will not reveal }
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Detainee Reporting Pivotal for

W Against Al-Qa‘ida
)

Since 11 September 2001, reporting from high value
al-Qa‘ida detainees has become a crucial pillar of US
counterterrorism efforts, contributing directly and
indirectly fo intelligence and law-enforcerent -
operations against the al-Qa‘ida target, In addition,
detainees have been able to clarify and provide
context for information collected from other sources;
they also have provided unigue insights into different
aspects of the terrorist organization, including its
leacership, attack strategy and tactics, and CBRN

capabilities and ambitions. Helping Target Other Terrorists (SM(F )

» Detainee reporting since early 2003 has been a - High and medium value detainees have given us a
major foundation for much of the Intelligence wealth of usefu ; \
Community’s anatysis on al-Qa‘ida, both in terms members and assoczates, mcluding new details on the
of current intelligence publications and of more persqnahtxes and activities of kn'O\an terrorists.
in-depth intelligence assessments. Detainees also divuige, either wittingly or

unwittingly, detaiis about terrorists who are unknown

tous. As is information from other collection

{ detainee reporting is diss eminated streams, detaineg reporting is ofte{l incompiete. 0T 10D

broadly among US intelligence and law- gene_rai to .1§ad dz'rectly to aIrests; msteafi, detainees
enforcement entiti - provide critical pieces to the puzzle, which, when

! i combined with other reporting, have helped direct an

investigation’s focus and led to the capture of

terrorists.

This assessment was prepared by the DCI Counterterro
C d ; '

NOF /MR
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Unraveling Hambali’s Network

In March 2003, a1-Qa‘ida external operations chief
Khalid Shaykh Muhammad (KSM) provided
information about an al-Qa‘ida operative, Majid
Khan, who he was aware had recently been captured.
KSM—possibly belteving the detained operative was
“talking™—admitted to having tasked Majid with
delivering a large sum of money to individuals
waorking for another senior al-Qa‘ida associate,

e In an example of how information from one

“detainee can be used in debriefing another detainee
i1t & “building block” process, Khan—confronted
with KSM’s information about the money—
acknowledged that he delivered the money to an
operative named “Znbair’ and provided Zubair's
physical description and contact number. Based on
that information, Zubair was captured in June 2003,

Puring debrieﬁhgs Zubair revealed that he worked
directly for Hambah, who was the prmczp]e J emaah
Is amiya (.T I)

information Zubair provided to track down and
arrest Hambali.

» Next, KSM—when explicitly queried on the
issue—identified Hambali’s brother, ‘Abd al-Hadi
{ak.a. Rusr_nan Gunawan) as a prospective

e Bringing the story full circle, *‘Abd al-Hadi
identified a cell of JI operatives whom Hambali had
sent to Karachi for training. When confronted with
his brother’s revelations, Hambali admitted that
some members of the cell were eventually to be
groomed for US operations—at the behest of
KSM--possibly as part of KSM’s plot to fly
hijacked plancs into the tallest building on the US
west coast.!

Bringing New Targets to Light

A variety of detainee reporting has provided us initiat
information ebout individuals having links to
al-Qa‘ida and has given us insight into individuals
about whorm we had some reporting but whose

! See Appendix A: Capture of Al-Qa‘ida’s Southeast
Asian Chief Hambali (S#F). (SIF)

Nm
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al-Qa‘ida involvement was unclear. For example,
detainees in mid-2003 helped us build a list of uncovering Ja’far's true name. (S/
approximately 70 individuals—many of whom we
had never heard of before—that al-Qa‘ida deemed

itabie for W erati

Aiding US Law Enforcement Efforts (SINF)

Meny actionable leads provided by detainee reporting
have assisted the efforts of the FBI, local law
enforcement, and the Department of Defense. Such
information has led to arrests, helped in questioning
suspects, and j imately be used in a judicial
process.

Soon after his arrest, KSM described an Ohio-based
truck driver whom the FBI identified as ¥fyman Faris,
and who was already under suspicion for his contacts
with al-Qa‘ida operative Majid Khan. The FBI and
CIA shared intelligence from interviews of KSM,
Khar, and Faris on a near real-time basis and gquickly
ascertained that Faris had met and accepted
operaticnal taskings from KSM on several oceasions.
Faris is currently serving a 20-year sentence for
consgiracy and material support to a terrorist
organization,

KSM’s revelation in March 2003 that he was plotting
with Sayf al-Rahman Paracha—who also used the
narne Saifullah al-Rahman Paracha—to smuggle
explosives into the United States for a planned attack
in New York prompted the FBI to investigate
Paracha’s business ties in the United States. The
investigation also involved questioning Paracha’s
son, Uzair Paracha, in New York and resulted in

» Ja’far al-Tayyar first came to the FBI's attention designating in May 2003 Sayf al-Rahman Paracha an
when Abu Zubaydah named him as one of the most  enemy combatant, Sayf al-Rahman Paracha entered
likely individuals to be used by al-Qa‘ida for into US custody in July 2003, and Uzair was indicted
operations in the United States or Gurope. B in the Federal Court in Manhattan. Sayf al-Rahman
Parach 's in detention at Guantanamo Bay.

itional details

S




Revealing Plots, Potential Targets (S#NFY

Detainee reporting has helped thwart a number of
al-Qa’ida plots to attack {argels in the West and
elsewhere. Not only have detainees reported on
potential targets and technigues that al-Qa‘ida
operational planners have considered but arrests also
have disrupted atlack plans in progress.

MR

MR




In response to questions about al-Qa‘ida’s efforts to
acquire WMD, KSM also revealed he had met three
individuals involved in al-Qa‘ida’s program to
produce anthrax. He apparently calculated—
incoz*rectly——that we had this information already,
given that one of the three——} [ operative and
al-Qa‘ida associa
foreign custod
terrorist activity.

or unrelated

» After being confronted with KSM’S reportmg,
Sufaat eventually admitted his p n the
anthrax program and providedj

+ A key Somali operative working with al- Qa ida and
al-Ittihad al-Islami in East Afric

attack the US military at Camp Lemonier in
Djibouti using explosive-iaden water tankers,

information on Ris at-large assistants. Ultimately,
the information from Sufaat and KSMy

Sufaat’s two assistants in the anthrax program.,

US Targets Here and Abroad

Abu Zubaydah was the first of several detainees to
reveal a significant quantity of general threat
information against tazgets abroad and in the United
States—including the White House and other US
symbols,

° Repomng from Abu Zubaydah has been used as a

Debriefings of mid-level al-Qa‘ida operatives also
have reported on specific plots against US mterests.

Heathrow Airport Plot

Shortly after his capture in March 2003, KSM
divulged limited information about his plot to use
commercial airliners to attack Heathrow Alrport and
other targets in the United Kingdom. He discussed
the plot probably because he suspected that key
al-Qa'ida 11 September facilitator and Heathrow
Airpori plotter Ramzi Bin al-Shibk, who had been
detained six months previously, had already revealed
the information.

» Debriefers used KSM’s and Bin al-8hibh's
reporiing to confront Walid Bin ‘Attash (a k.a.
Khallad) and Ammar al-Baluchi, who were caught

two months after KSM. Khallad admitted to having
been involved in the plot and revealed that he had
directed cell leade
locating pilots who could hijack planes and crash
them into the airport. Khallad said he and operative

‘ ad considered some 10

countries as possibie launch sites for the hijacking

attempts and that they na d the to the

NOE MR
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o Khallad’s statements provided leverage in

debriefings of KSM. KSM fleshed out the status of
the Opcratlon mcludmg identif

Revealing the Karachi Plots

When confronted with information provided by
Ammar al-Baluchi, Khallad admitted during
debriefings that al-Qa‘ida was planning to attack the

Aiding Our Understanding of ALQa‘ida (§4¢F)

Since 11 September, the capture and debriefing of
HVDs has significantly advanced our understanding
of al-Qa‘ida and affiliated terrorist groups, Before
the capture of Abu Zubaydeh in March 2002, we had
significant gaps in knowledge about al-Qa‘ida’s
organizational structure, key members and associates,
and its presence
around the g ¢ 1thin months of his arrest, Abu

Luapaydah provided details abouf al-(Ja"ida’s
‘organizational structure, key operatives, and modus
operandz Early in his detentlon his mformat]on on
al-Qa‘ida’s Shura Council and i oe
added to what 1

* In addition, Abu Zubaydah’s identification early in
his detention of K8M as the mastermind of-
11 September and al-Qa‘ida’s premier terrorist
planner and of *Abd ainRahmn al-Nashiri as another
key al-Qa‘i

Since 11 September, successive detainees have
helped us gauge our progress in the fight against
al-Qa‘ 1c[a by provzdmg updated mformatmn on the




the organizations until his arrest in July 2004, he has
reported on how he forged passports and to whom he
supplied them.

also provided invaluable insights in
7 reports that have aided our analysis of
al-Qa‘ida’s current organization, the personalities of
its key members, and al-Qa‘ida’s decisionmaking
process. His reporting has contributed to our
understanding of the enemy, how al-Qa‘ida members
interact with each other, how they are organized, and
what their personal networks are like.

particular, he was able to give insight into

erations chief Abu Faraj al-1Libi

Ahmed Khalfam Ghailani (a.k.a. Haytham al-Kint,
a.k.a. Fupi) a Tanzanian al-Qa'ida member who was
indicted for his role in the 1998 East Africa US
Embassy bombings, has provided new insights into
al-Qa‘ida’s skills and networks, As a facilitator and
one of al-Qa'ida’s top document forgers since the 11
September attacks, with access to individuals across

SE
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in confronting detainees to persuade them to talk
about topics they would otherwise not reveal,

» For example, lists of names found on the computer
a key al-Qa‘ida financial
operative and facilitator for the 11 September
attacks—seized in March 2003 represented
al-Qa‘ida members who were to receive funds.
Debriefers guestioned detainees extensively on the
names to determine who they were and how
important they were to the organization. The
information

medhelped us to better
Qa'‘ida’s hierarchy, revenues, and

understand al
expenditures,
funds that were avai

able to families.
» The same computer contained a list of e-mail
addresses for individuals KSM helped deploy

abroad who he hoped would execute operations;

also reported tha
rained the bombmakers responsible for the
bombing of the US Consulate in Karachi, Pakistan,
in June 2002 and the assassination attempt against
President Musharraf i

Challenges of Detainee Reporting (SM

Detainees, by virtue of their circumstances, have an
Iluminating Other Collection M adversarial relationship with their debriefers; they

often try pass incomplete or intentionally misleading
Detainees have been particularly useful in sorting out  information, perhaps hoping that the volume of the
the large volumes of documents and compufer data porting will make it difficult to sort out the truth.
seized in raids. Such informa ] some

i

& would not discuss.
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elaborated on his plan to crash commercial airlines
into Heathrow Airport; he may have assumed that
Ramzi Bin al-Shibh, who was captured in

(102, had already divulged this plan.

Refusing To Budge on Certain Togics { )

We assess that each detainee very likely has
information that he will not reveal

Detainees’ information must be corroborated using
muitiple sources of intelligence; uncorroborated
information from detainees must be regarded with
some degree of suspicion. Sometimes the detaines
gives information he calculates—rightly or
wrongly-—that the debriefers already know.

o Uncharacteristic for most detainees, KSM almost
immediately following his capture in March 2003
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