U.S. looks at which tech proposals will fly

Government deluged with
ideas for airports, airliners

By Traci Watson
USATODAY

Remote-controlled flights. Bul-
letproof cockpit doors, Eye scan-
ners at airport gates.

Air s

As federal aviation officials pon-
derlghmustnmaiﬁairmcﬁsel safer af-
ter the Sept. attacks, ve
been deluged with mnrteh?han
30,000 ideas such as these for ap-
plying technology to airport and
airline securi

Ideas for new safety gizmos and
SImart securtty systems rolled
in not just from companies with
dollar signs in their e{es. Citizens
who are trying to be helpfut have
also offered suggestions since
President Bush on Sept. 27 advo-
cated some technological ad-
vainces in security as a way of re-
storing public confidence in
comunercial airtravel. '

And the government is taking
them seriously. The Federal Avia-
tion Administration is wading
thro the proposals it has re-
cetved and plans to require the air-
lines and airports to adopt the best
ones. The Transportation rt-
ment is doing the same. Bush has
setasaide $500 muliton tecf.li::;omlo-gj:s' o

end on security in-
?udjngfurﬁfyingjetc its,

Among some of meggltcﬁzatrs jdeas
that are betng reviewed:

> . [;Il'llt?'d Atrlin ﬂ‘ﬂﬂs has
proposed giving all of its pilots stun
guns, which can subdue assailants
with jolts of electricity. Stun guns
are now banned aboard planes,

» Full-body scans. These mod-
itied Lé{[;raly machines can look

rough clothing to see weapons,
drugs and other items. The Cus-
toms Service uses them to screen
SOMe passengers arriving from
DVEL a5,

» Video cameras in the cabin.
Theyd allow pilots to monitor the
rest of the plane without leaving
the cockpit. Deita has instalied test
cameras in one of its planes,

» Strobe lights and sirens in the
jet that could distract hijackers.

Aithough few dispute that
spending more money on people,
such as screeners, can
make travel safer, aviation experts

By Stephen JafFe. Agence France-Presse

use of biometric technology.

also say that machines like these
can do things people can’t.
“Machines don't get distracted,”
says Steve Luckey head of the se-
curity committee for the Airline Pi-
lots Association. “They don't get
tred, they don't need a break, and
they don't need to go to the bath-
room. Technoilogy’s great,”
Although Lu and other ex-
perts share the president’s hope
that technology can make air trav-
el safer, they also dismiss some
suggested fixes, such as Bush’s sug-
gestion for remote—contro! pilot-
t%di;gm Other id?as, such as
iiding tamper-proof transpon-
ders or ID cards, have provoked

disagreemnent -over their effective- -

ness and affordability.

Even taking seemingly simple
steps as strengthening cockpit
dmrs,f whictlilrs?ush admcaf ted as
one of the steps of app
technology to make flying sa%g‘nig
1ot so easy. _

For years, the FAA required
cockpit doors to be light enough to
break through in case pilots had to
ke rescued, Doors also had o al-
low air to during a sudden de-
compression, so most were de-
signed to swing open or allow a
panel to flip open under pressure.
Such doors could be easily bat-
tered down.

After the hijackings, the FAA

e airlines 18 months to make it
rder t0 Storm cockpits.

It will take clever engineering to
design doors that can stop a 250-
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compare a passenger’s iris,

which is as unique as a fingerprint, to

the Image on the passenger’s [D card,
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In the wake of Sept. 11, federal regulators are muiling thousands of proposals designed 0 rnake air travel safer. Some
ideas, such as stronger cockpit doors, afready have become law. Most, however, are still on the drawing board.
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Fall-body scan

A high-tech X-ray that can
Spot weapons and _
contraband througts clothing.

Tower :
Remote-controiled Might
Would allow controflers on the ground to steer

a jet to a safe lanc

ing if pilots were disabled.
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New wiring or software could

guaranie
only pilots could turn off these devices, which

e that

pﬁundf man yet stll give wayBin
{ase of eme cy, (s say. But
they also say Its possible.

So far, the nations largest airlines
hcc;ig:ppuf:l new locks and bars on

kpit doors as a stopgap mea-
sure. Only Alaska Airlines, which
flies on the West Coast, and JetBlue
Airways, which flies mostly out of
New York's international
Airport, have started installing
doors lined with material used in
bulletproof vests on all their craft,
It's not clear yet whether the doors
will meet FAA standards.

Less feasible, experts sa%v, is
Bushs suggestion that technology
be developed to allow controllers
on the ground o land jets if trou-
ble; such as a hijacking, broke out.

“I dom't know anybody who's
thoveht about it hard who thinks
it's a good idea,” says John Hans-
man, a professor of aeronautics
and astronautics at the Massachu-
sefts Institute of Technology.

Hansman and others say that
such a ground-control system
would be just as vulnerable to ter-
rorists as airplanes are — and to
cornputer hackers as well. Security
experts aiso fear that the takeover
of an aircraft’s flight controls could

ript desperate hijackers to start
El?ingngtassengers on the plane to
get what they want.

In addition, less than half of the
nation’s commercial Aeet is
equipped for this technique. Bring-
hﬁo fleet up to snuff would cost
billions of dollars, experts say. And
controllers would need extensive
training to handle the task.

“Thats one for the reject bin,”
says Robert Poole, director of
transportation studies at the Rea-
son Public Policy Institute, a free-

Di cardmgtanhﬁ Iy k

is obviously unwork-
able ideas is easy. Much harder is
deciding what to do about technol-
ogy that has generated both crit-
icism and enthusiasm. For exam-
ple, Bush has said that the
government would fund research
on {r nders that camnot be
switched off in the cockpit.
mﬂTr;n}g;nde&s. wh:ﬁ:éh md nor-
on during flights, identi-
fy jets to radar. The Sept. 11 hijack-
ers turned them off so that ground
controllers couldn't see the jets’ al-
titude or identification codes.

The recommendation sounds
simple encugh But such a step
should be approached cautiously,

By Marcy E Mullins. USA TOGAY

says Charles Higegins, head of a
newly created division of Boeing
that worles on security technology.

For example, what would ha
pen if a redesigned transponder
shorted out hegan ing:
In modemn jets, pilots can shut off
power 10 devices to prevent fires.
Should the transponder be given
different safety standards than the
rest of the electronics?

And what about the hazards of
rewiring the cockpit? Wiring is
one of aviations top safety con-
cerns, and work on jet wiring has
led 10 numerous sal!ety incidents.
Safety officials say the idea is feasi-
ble, but they warn that a rushed ef-
fort to redo the wiring of thou-
sands of jets could cause trouble,

Critics also have strong griev-
arces about a technology that has
won widespread favor from air-
lines and some security experts:
voluntary identification cards,

. Passengers would get one by un-
dergoing a strict background
check. Card holders could then
bregze through the airport with-
out being subjected (o rigorous
searches, Automated airport scan-
ners would verify cardholders’

identity by checking their palms or

—_ —

)

the irises of their eyes. Both body
parts are as unique as fingerprints.
[aSlnﬂa‘ fmf systems already arethm
place assengers enteri e
ﬂmsﬁerdar% ' frumra“}?;md.
London's Heathrow Airport will
soon start a trial of irisdinked ID
cards for Americans and Canadians
who travel to Britain frequently,

At a congressional hearing last
month, FAA Administrator Jane
Garvey called this body-based
technology, known as biometrics,
“one I'd like to see all of us embrace
and advance in an even more ag-
gressive fashion.”

ort Assodation,

The Air Ti
the trade airlines, goes a

" step further It says such ID cards

could be linked to databases held
by the FBI, the Immigration and
Naturalization SEMTEI and other
security agencies. W2y any-
one who's had any trouble with the
law would be stopped before get-
ting on a plane.

“f you don't subscribe o the
voluntary approach, you're going
to go through a very rigid, invasive™
search, says Michael Wascom, the
associations vice president of
COMUnunications.

That’s precisely the problern, ac-
cording to opponents.

“People wll effectively be co-
erced into getting these cards to

avoid intrusive, sometimes de-.

meaning searches,” says Barry
Steinhardt, associate director of
the American Civil Liberties Union,

Besides, say Steinhardt and
others, the e of the cards
coutld easily be undermined. It's 5o
easy to concoct a new identity that
criminals could get a biometric ID
card under a fake name and legal
history, Steinhardt says. Others
point out that such a system prob-
ably wouldn't have prevented the
Sept. 11 attacks.

“Seventeen of the nineteen Sept.
11 terrorists were ordinary, law-
abiding citizens until after they
were on the planes,” says James
Wayman, director of the National

- Biometrics Test Center at San Jose

State University. “They had Social
Security cards and frequent-flier
numbers. How could any biomet-
ric device have stopped them?”
Even the loudest critics don't
doubt that some technologies can
improve safety. The ACLU, for ex-
ample, doesn’t oppose the use of
hiometric ID s to bar access to
areas off-limit to the public. Such
cards are in use at O’Hare Interna-
tional Airpoirt in Chicago.
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